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Summary

What are the opportunities and risks of generative artificial intelligence
(Al) in the public sector?

tasks typically associated with human intelligence, such as learning,
reasoning and planning.

train models, as poor quality inputs can lead to bias, mistakes, or
misinformation. If there are limited resources dedicated to training models in

well for these languages.

Beyond technical limitations, other risks concerning stakeholders include the

Government's approach to use Al to drive economic growth and enhance
public services, emphasising collaborative decision-making and equity.



https://aima.cs.berkeley.edu/global-index.html
https://cloud.google.com/use-cases/generative-ai
https://www.ibm.com/think/topics/agentic-ai-vs-generative-ai
https://www.ibm.com/think/topics/agentic-ai-vs-generative-ai
https://www.meta.com/gb/ai-glasses/what-are-smart-glasses/
https://wwps.microsoft.com/blog/ai-public-sector
https://www.gov.wales/sites/default/files/publications/2018-12/welsh-language-technology-and-digital-media-action-plan.pdf
https://www.gov.uk/government/publications/understanding-artificial-intelligence/a-guide-to-using-artificial-intelligence-in-the-public-sector
https://www.bbc.co.uk/news/uk-wales-66656339
https://www.adalovelaceinstitute.org/report/regulating-ai-in-the-uk/
https://www.tuc.org.uk/blogs/investigating-how-ai-understood-and-impacting-welsh-workers-and-trade-unionists
https://www.researchgate.net/profile/Adebayo-Afolaranmi/publication/386107361_The_Effects_of_Artificial_Intelligence_AI_on_Human_Interpersonal_Connections/links/6744f5e427661f7ae66b693e/The-Effects-of-Artificial-Intelligence-AI-on-Human-Interpersonal-Connections.pdf
https://assets.publishing.service.gov.uk/media/653932db80884d0013f71b15/generative-ai-safety-security-risks-2025-annex-b.pdf
https://www.gov.uk/guidance/the-governments-code-of-practice-on-copyright-and-ai
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
https://lordslibrary.parliament.uk/ai-regulation-in-the-uk-debate-on-the-need-for-cross-sector-legislation/#ref-34
https://www.fca.org.uk/firms/innovation/ai-approach
https://www.fca.org.uk/firms/innovation/ai-approach
https://www.gov.uk/government/publications/report-and-impact-assessment-on-copyright-and-artificial-intelligence
https://www.gov.uk/government/publications/national-commission-into-the-regulation-of-ai-in-healthcare-research-engagement-and-call-for-evidence-findings
https://www.gov.wales/ai-plan-for-wales-html
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
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which states Al regulation should be done within the existing powers of
regulators and devolved to sectors. It is based on a ‘pro-innovation’ approach,

do not have power to make law in these areas, so Wales is subject to the same
law as the UK. However, the wider governance of data protection regulations

by public bodies must consider the impact on future generations,
sustainability and long-term prosperity, as well as immediate benefits.

What are the challenges of regulating AlI?

countries vary.



https://www.gov.uk/government/publications/ai-regulation-a-pro-innovation-approach
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan
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https://www.gov.uk/government/news/ai-to-power-national-renewal-as-government-announces-billions-of-additional-investment-and-new-plans-to-boost-uk-businesses-jobs-and-innovation
https://www.legislation.gov.uk/ukpga/2006/32/contents
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https://www.legislation.gov.uk/anaw/2015/2/contents
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https://impact.indiaai.gov.in/about-summit
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1. What is generative AI and what are
the opportunities for the public sector?

This section overviews the field of Al, explains what
generative Al is, and summarises its relevancy for the public

sector.

Definition

that can be applied to make predictions about new data. Various techniques
can be used to train ML models, such as:

. Supervised learning, i.e. the model is trained on labelled data (i.e.



https://aima.cs.berkeley.edu/global-index.html
https://aima.cs.berkeley.edu/global-index.html
https://www.bbc.co.uk/bitesize/articles/z3whpv4
https://www.ibm.com/topics/machine-learning
https://hai.stanford.edu/sites/default/files/2020-09/AI-Definitions-HAI.pdf
https://hai.stanford.edu/sites/default/files/2020-09/AI-Definitions-HAI.pdf
https://www.youtube.com/watch?v=aircAruvnKk
https://developers.google.com/machine-learning/glossary#parameter
https://www.ibm.com/think/topics/training-data
https://www.ibm.com/think/topics/ai-model
https://cloud.google.com/use-cases/generative-ai
https://www.ibm.com/topics/data-labeling
https://developers.google.com/machine-learning/intro-to-ml/what-is-ml#unsupervised_learning
https://scikit-learn.org/stable/modules/semi_supervised.html
https://scikit-learn.org/stable/modules/semi_supervised.html
https://arxiv.org/pdf/cs/9605103.pdf
https://cloud.google.com/use-cases/generative-ai
https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
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branches of generative Al: generating language; and generating images, audio
and video.

pictures, that can be used to “replace someone's face or voice with that of
someone else, in a way that appears real”.

describe highly advanced Al. However, these terms are inconsistently defined.



https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
https://www.geeksforgeeks.org/nlp/introduction-to-natural-language-processing-nlp/
https://www.youtube.com/watch?v=wjZofJX0v4M
https://www.datacamp.com/blog/self-attention
https://huggingface.co/learn/llm-course/chapter1/2
https://ieeexplore.ieee.org/abstract/document/10903774
https://ieeexplore.ieee.org/abstract/document/10903774
https://www.geeksforgeeks.org/artificial-intelligence/what-are-diffusion-models/
https://www.statisticshowto.com/statistical-noise/
https://www.technologyreview.com/2018/02/21/145289/the-ganfather-the-man-whos-given-machines-the-gift-of-imagination
https://dictionary.cambridge.org/dictionary/english/deepfake
https://cloud.google.com/ai/generative-ai
https://www.adalovelaceinstitute.org/resource/foundation-models-explainer/
https://www.adalovelaceinstitute.org/resource/foundation-models-explainer/
https://arxiv.org/pdf/2108.07258.pdf
https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
https://www.adalovelaceinstitute.org/resource/foundation-models-explainer/
https://ualresearchonline.arts.ac.uk/id/eprint/18343/1/CHI_Workshop_GenAI.pdf
https://www.nvidia.com/en-us/glossary/frontier-models/
https://hai.stanford.edu/ai-definitions/what-is-agi-artificial-general-intelligence
https://www.ibm.com/think/topics/strong-ai
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Figure 1: Venn diagram describing the common distinction between
types of Al

Artificial Intelligence

Machine Learning

Deep learning

Foundation models

Transformers

ChatGPT

Al agents

An Al agent is a computational system implementing Al technologies, including
single model or piece of software, an agent is a design architecture that draws
on multiple computational tools. Agents can be used to automate procedures
and processes, like workflows or repetitive tasks. An agent’s goals are defined by
a user, e.g. asking an agent to find the best meeting slot on their team’s
calendars, or pre-defined by the software system owner, e.g. an agent that is
designed to research. A user can have an ongoing interaction with an agent

implement various software programs.

Wearable Al
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https://aima.cs.berkeley.edu/global-index.html
https://www.gov.uk/government/publications/ai-insights/ai-insights-agentic-ai-html
https://www.gov.uk/government/publications/ai-insights/ai-insights-agentic-ai-html
https://www.sciencedirect.com/science/article/pii/S1389128621001651
https://www.mdpi.com/2079-9292/12/7/1509
https://journals.lww.com/jmai/fulltext/2026/03000/the_role_of_ai_integrated_wearables_in_predictive.6.aspx
https://www.sciencedirect.com/science/article/abs/pii/S0736584518306240
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technologies can make them more adaptive, personalised and interactive. In
healthcare, for example, generative Al can monitor people in real time and
adapt to individuals as their needs evolve. An increasingly popular application of

used to feed back information to the user.

Relevance for the public sector

M


https://www.sciencedirect.com/science/article/abs/pii/S0736584518306240
https://dl.acm.org/doi/full/10.1145/3648469
https://www.frontiersin.org/journals/robotics-and-ai/articles/10.3389/frobt.2024.1450177/full
https://link.springer.com/article/10.1007/s41133-021-00053-3
https://link.springer.com/article/10.1007/s41133-021-00053-3
https://www.meta.com/gb/ai-glasses/what-are-smart-glasses/
https://www.meta.com/gb/ai-glasses/what-are-smart-glasses/
https://wwps.microsoft.com/blog/ai-public-sector
https://www2.deloitte.com/us/en/pages/public-sector/solutions/designing-for-the-public-sector-with-generative-ai.html
https://cloud.google.com/blog/topics/public-sector/how-ai-improving-constituent-experiences-government/?hl=en
https://dl.acm.org/doi/full/10.1145/3700140
https://dl.acm.org/doi/full/10.1145/3700140
https://www.gov.wales/using-artificial-intelligence-work-benchmarking-report-awareness-and-understanding-artificial-html
https://www.gov.uk/government/news/landmark-government-trial-shows-ai-could-save-civil-servants-nearly-2-weeks-a-year
https://www.gov.uk/government/news/landmark-government-trial-shows-ai-could-save-civil-servants-nearly-2-weeks-a-year
https://academic.oup.com/qje/article/140/2/889/7990658?login=true
https://unric.org/en/building-an-accessible-future-for-all-ai-and-the-inclusion-of-persons-with-disabilities/
https://www.sciencedirect.com/science/article/pii/S2444569X25001891
https://liberalforum.eu/wp-content/uploads/2022/11/Smart-Parliaments_ELF-Study_Techno-Politics_vol.4.pdf
https://digitalpublicservices.gov.wales/automation-and-artificial-intelligence-discovery-report/ai-0
https://www.bbc.co.uk/future/article/20260505-how-to-use-ai-without-turning-your-brain-to-mush
https://liberalforum.eu/wp-content/uploads/2022/11/Smart-Parliaments_ELF-Study_Techno-Politics_vol.4.pdf
https://www.ipu.org/ai-guidelines
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5249100
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5249100
https://dl.acm.org/doi/pdf/10.1145/3598469.3598517
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parliamentary setting and their digital strategies should be taken into
consideration to assess relevance and priority.

tools, deploy a platform for the public sector to test and use Al tools, develop
chatbots and deliver guidance and training for public sector workers.

UK Government to assess how the Humphrey toolkit can be made available and
used in Wales.

generative Al has been used by teachers to generate educational resources
tailored for individual students or to generate feedback on students’ work.
Students have used it, for example, to help them complete assignments,
investigate concepts or find information and structure presentations.

education and training inspectorate for Wales, found many schools in Wales to
be in the early stages of exploring Al.

Economic opportunities

gains from implementing Al are measurable within narrow tasks. Al can
improve productivity in tasks that are structured, language heavy, or have clear
feedback loops. One study of workers using generative Al based customer

varied substantially across workers.

At a macro level, the Al Index Report says that evidence “remains early and
mixed”, that there are indicators that Al is starting to impact aggregate
productivity, although substantial productivity gains may take time to
materialise.
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https://www.ukauthority.com/articles/welsh-government-funds-public-service-ai-projects
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.uk/government/news/shake-up-of-tech-and-ai-usage-across-nhs-and-other-public-services-to-deliver-plan-for-change
https://www.gov.uk/government/news/government-built-humphrey-ai-tool-reviews-responses-to-consultation-for-first-time-in-bid-to-save-millions
https://www.gov.uk/government/news/government-built-humphrey-ai-tool-reviews-responses-to-consultation-for-first-time-in-bid-to-save-millions
https://www.gov.uk/government/news/ai-experiments-see-humphrey-help-townhalls-cut-costs-and-improve-services
https://insidegovuk.blog.gov.uk/2026/03/16/5-things-we-learned-testing-gov-uk-chat-an-ai-assistant-for-government/
https://www.gov.uk/government/news/ai-experiments-see-humphrey-help-townhalls-cut-costs-and-improve-services
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://assets.publishing.service.gov.uk/media/65609be50c7ec8000d95bddd/Generative_AI_call_for_evidence_summary_of_responses.pdf
https://hwb.gov.wales/keeping-safe-online/in-the-know/chatgpt/
https://libguides.southwales.ac.uk/c.php?g=712885&p=5160420
https://estyn.gov.wales/improvement-resources/new-era-how-artificial-intelligence-ai-is-supporting-teaching-and-learning/
https://hai.stanford.edu/assets/files/ai_index_report_2026.pdf
https://academic.oup.com/qje/article/140/2/889/7990658?login=true
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A 2026 study of over 12,000 European firms found that Al adoption increases

Economic opportunities for Wales

Wales contributes to the global Al infrastructure market through its

excellence in compound semiconductor research, innovation and
manufacturing. The cluster accelerates growth in areas including Al research. It

Committee recommended that, to fully realise the benefits of Al, the Welsh
Government should examine how it can support Welsh businesses adapt to and
develop Al, analyse where job displacement will be most significant, and assess
which skills the Welsh workforce requires to maximise benefits from Al.

medium enterprises (SMEs), recommending helping SMEs realise the benefits
of Al through awareness campaigns and enhanced digital support. The Plaid
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Welsh language opportunities

for Al:

To harness the power of Al responsibly to deliver economic
growth, enhance public services in English and Welsh, and
equip people in Wales with the skills to thrive in a world
shaped by intelligent technologies whilst ensuring equity for
all.

chatbots for citizens to make enquiries to their local councils in Welsh. The
Action Plan includes a work package specifically dedicated to Welsh-language
machine learning and conversational Al.

As quality data is vital for building tools that can support Welsh language use,

enable Al reasoning for Welsh and other UK languages. The model can be used
to support the delivery of public services, such as health care, education and
legal resources, in Welsh. The Welsh Government has worked with industry

Al techniques other than generative Al are also being used to improve access to
the Welsh language. For example, much of the translation sector in Wales,

sequence of words in English. Welsh automatic speech recognition tools

14
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Boreda

Bore da! Sut mae? (Good morning! How are you?)
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2. What are the risks and challenges?

This section outlines risks associated with generative Al and
points to relevant guidelines for fair and responsible use.

Technical risks and limitations of generative Al

Theoretical technical limitations

Note 3

and the developers who select which training datasets to use. As a result,
marginalised voices are often not represented in generative Al outputs.

about what goals to prioritise. These choices may favour some people or
groups more than others, even if it isn't obvious to the user.

example, they can erode trust in information, political and societal influence,
and cause cascading failures if used incorrectly in large-scale organisations.
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malicious instructions are hidden within other input data. When a prompt
injection attack happens to an agent, the agent can be manipulated to take
actions on behalf of a malicious actor.

Prompt injection is especially problematic for Al agents, because agents
automate decisions away from the user, which makes it harder for the user to
identify when an attack is happening. Agents can also be given authority to
take consequential actions like data sharing or deletion, which means an attack

Issues are made worse because many Al technologies, like generative Al, rely on
complex internal decision-making process, making it difficult to understand
how an output is reached from a given input. That is why many Al systems are

a few data-rich languages (e.g. English, Spanish, Mandarin), creating gaps for
any non-data rich language.
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generative Al is probabilistic, outputs vary even for the same input. This means
that using generative Al for translation will not be consistent.

Finally, the behaviour of generative Al systems can change relatively quickly

instructions in the span of three months, underlining the need for continuous
monitoring.

‘Real-world’' examples

Al for ‘real world’ applications, even for basic tasks that could be solved by non-
expert humans.

Issues with bias in Al algorithms other than generative Al have been seen in the
public sector. For example, facial recognition used by South Wales Police was
its use; defective consideration of the data protection impact; and a failure to
adequately address risks of racial and gender bias. However, if these issues had
not been present, the Court of Appeal stated that use of facial recognition
would have been lawful.

Risks beyond technical limitations: stakeholder concerns

Beyond technical limitations of generative Al due to input data, other risks
concern stakeholders including:

regulatory framework for Al in the UK as a way to both manage risks and
support innovation. Without clear regulation, issues arise with how to allocate
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Institute in December 2025 reported that 72% of respondents supported Al
legislation, increasing from 62% in 2023, and 89% supported an independent Al
regulator.

challenges in scaling enforcement to keep up with the destabilising effects of
increasing Al agent use.

facilitate tracking agent behaviour and the users behind them.

Wearable Al has also drawn the attention of regulators. Concerns have been
regulation to address the possibility of biases and safety risks in Al as a medical
device, which includes wearable technologies.

impacts of generative Al on professional occupations normally requiring a
degree, especially those involving clerical work in finance, law and business
management roles. However, this report also highlighted that Wales is one of
the UK regions where it is expected that workers will be the least impacted by
Al overall, as the occupational structure of Wales has a lower level of Al

19


https://www.adalovelaceinstitute.org/policy-briefing/great-expectations/
https://www.techpolicy.press/the-eu-ai-act-is-not-ready-for-agents/
https://www.techpolicy.press/the-eu-ai-act-is-not-ready-for-agents/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=6462658&__cf_chl_tk=ptbQzY3yksmUR2GzCuMeqdxxsqfuTwx_gpHkh5hnfj8-1781779527-1.0.1.1-t5ctuuBUsj3A4VNjWD7q2Et_nHFOvec9Tg2wlW7U9nY
https://www.forbes.com/sites/jumpcloud/2026/04/10/the-accountability-gap-whos-responsible-when-ai-agents-fail/
https://www.forbes.com/sites/jumpcloud/2026/04/10/the-accountability-gap-whos-responsible-when-ai-agents-fail/
https://link.springer.com/chapter/10.1007/978-3-032-11814-1_7
https://www.gov.uk/government/publications/complying-with-consumer-law-when-using-ai-agents/complying-with-consumer-law-when-using-ai-agents
https://www.gov.uk/government/publications/complying-with-consumer-law-when-using-ai-agents/complying-with-consumer-law-when-using-ai-agents
https://www.gov.uk/government/publications/agentic-ai-and-consumers/agentic-ai-and-consumers
https://www.gov.uk/government/publications/agentic-ai-and-consumers/agentic-ai-and-consumers
https://abit.ee/en/artificial-intelligence/estonia-ai-agents-identification-code-ai-regulation-digital-identity-kristen-michal-en
https://www.bbc.co.uk/news/articles/c0q33nvj0qpo
https://www.gov.uk/government/publications/the-regulation-of-artificial-intelligence-as-a-medical-device-government-response-to-the-rhc/the-regulation-of-artificial-intelligence-as-a-medical-device-government-response-to-the-regulatory-horizons-council
https://www.gov.uk/government/publications/assessment-of-ai-capabilities-and-the-impact-on-the-uk-labour-market/assessment-of-ai-capabilities-and-the-impact-on-the-uk-labour-market
https://www.gov.uk/government/publications/assessment-of-ai-capabilities-and-the-impact-on-the-uk-labour-market/assessment-of-ai-capabilities-and-the-impact-on-the-uk-labour-market
https://www.mckinsey.com/uk/our-insights/the-mckinsey-uk-blog/ai-uneven-effects-on-uk-jobs-and-talent
https://www.mckinsey.com/uk/our-insights/the-mckinsey-uk-blog/ai-uneven-effects-on-uk-jobs-and-talent
https://hai.stanford.edu/assets/files/ai_index_report_2026.pdf
https://www.gov.wales/labour-market-statistics-annual-population-survey-2022-html#120759
https://www.gov.wales/labour-market-statistics-annual-population-survey-2025
https://www.weforum.org/agenda/2023/05/generative-ai-creative-jobs/
https://assets.kpmg.com/content/dam/kpmgsites/uk/pdf/2023/06/generative-ai-and-the-uk-labour-market.pdf
https://assets.kpmg.com/content/dam/kpmgsites/uk/pdf/2023/06/generative-ai-and-the-uk-labour-market.pdf
https://assets.publishing.service.gov.uk/media/656856b8cc1ec500138eef49/Gov.UK_Impact_of_AI_on_UK_Jobs_and_Training.pdf

Generative Al — an overview: Research Briefing

that generative Al use can impair cognitive performance, decrease the quality
of attention and increase the likelihood of memory loss.

emphasises the importance of being user centred and problem led, rather than
seeking out problems to apply Al to.

4. Loss of control and accountability: As generative Al relies on probability, it
is difficult to control what outputs are produced and what happens to data
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action and reputational damage.

Al agents further reduce human control by increasing the level of automation.

of US-based providers.

6. Identification of computer generated outputs: The UK Government

could lead to government decisions.

As generative Al outputs are difficult to identify and can be quickly produced at

nuances, polarise discussions and erode trust in genuine information.
Generative Al accelerates the spreading of fake information and encourages

behaviour.
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generative Al can help automate cyber-attacks and increase digital
vulnerabilities by:

(..) corrupting training data (‘data poisoning’), hijacking model
output (‘prompt injection’), extracting sensitive training data
(‘model inversion’), misclassifying information (‘perturbation’)
and targeting computing power.
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collect and combine data across contexts that would usually be kept separate,
and have unpredictable variations in performance across domains.

Additional privacy, cybersecurity and surveillance threats arise from wearable Al.
manufacturer Meta in March 2026 regarding a report that found videos of users,
including in highly personal situations like using the toilet, were reviewed by

that wearable Al normalises surveillance and increases risk of abuse.

8. Copyright and fair use, intellectual property, plagiarism: Generative Al

assessments.

Lawsuits due to copyright issues with training and using generative Al have
there was not an indefensible infringement of copyright in training, developing
and deploying generative Al, however, there was an infringement on the
reproduction of Getty trademarks by generative Al.

report recommended no immediate change to copyright law, but recognised
the need for broader transparency and technical mechanisms to support
copyright enforcement.

9. Exploitation and human costs: In the generative Al development process,

RLHF reviewers for OpenAl’'s ChatGPT tool were mostly from the global south
and paid low incomes (e.g. less than $3 per hour in Kenya). Reviewers had to
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10. Environmental impact: Training and using generative Al, especially large-
scale models, is energy intensive, relying on electricity generation and water
being made in hardware and software used for Al, improvements are
outweighed by rapid increases in model size and popular use. Training large-

cumulative water consumption from users interacting with OpenAl’'s GPT-40
model range between 1.3 to 1.6 million kilolitres which, at the upper end,
exceeds the average annual drinking water needs of 1.2 million people.

to have built equality considerations into their procurement processes, and that
some do not recognise that they are using generative Al or do not
communicate it. The EHRC emphasised that there is confusion between ethics
example of this confusion. A DPIA is a process to help identify and minimise
data protection risks in a project. It is compulsory for any processing “likely to
result in a high risk to individuals” and is considered best practice for any
project handling personal data.

The EHRC said that local authorities often believe they addressed equality
issues with a DPIA, but it was often not the case and more was needed. The
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digital divide in Welsh schools as pupils who can afford paid-for Al tools may
gain advantages that others cannot.

Generative Al can be used to assemble knowledge on physical
attacks by non-state violent actors, including for chemical,
biological and radiological weapons.

The report says that safeguards are not always effective, and that generative Al
will help accelerate the removal of current barriers such as access to

generative Al is evolving at an ‘extremely fast-moving' pace, meaning that new
risks can emerge rapidly.
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Figure 4: Summary of the risks of generative Al
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Existing guidance to mitigate risks for ethical and safe use

Various non-statutory guidance exists to mitigate the risks of generative Al
listed above. Guidance relevant for the public sector in Wales are:

organisations provide clear information about how and why they are
using algorithmic tools. This is useful in case of audits where
technology, including Al, is used to structure talks with unions about
buying or building new systems;
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focuses especially on data protection and explaining decisions made
using Al;

and algorithmic systems.
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3. What is the current regulation of
generative Al in Wales and other
countries?

This section examines Al policy and legislation in Wales,

relevant policy in the UK and other international
approaches.

Regulations and competency in Wales

Welsh Government Al policy

that opportunities presented by Al, such as driving economic growth and
enhancing public services in both Welsh and English, must be matched by a
commitment to responsible use. It proposes a four pillar framework — Economic
Growth, Educating Wales, Equitable Delivery, Excellence & Trust — grounded in
values of social partnership, collaborative decision-making, fairness,
transparency, equality and equity. First Minister Rhun ap lorwerth MS has said

policymaking, internal capability and collaboration with stakeholders across
Wales. The Strategic Al Advisory Group provides expert advice on Al adoption

March 2021, highlights the importance of using Al “ethically and with integrity”
to “ensure data ethics, transparency and trust”, and the importance it has for

introduced the notion of a minimum digital living standard.
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statutory duty requires certain Welsh public bodies to consider how their
strategic decisions can reduce inequalities caused by socio-economic
disadvantage. Public bodies therefore need to consider whether the use of
generative Al increases or reduces socio-economic inequalities. These

recommends that Al and algorithmic use in the public sector workplaces
should prioritise: human oversight and interaction in decisions about
algorithmic systems; fair work, which includes equality; building capability
regarding technology use; and a commitment to protecting, creating and
investing in the workforce.

Existing legislation for Wales

Existing legislation that could be used to address misuse of generative Al in
Wales include:

requires decisions on Al adoption to consider impacts on future
generations, and balance social, economic, environmental and cultural
well-being;

] The Data Protection Act 2018 and UK General Data Protection

November 2025 to bolster cybersecurity defences for essential and
digital services;
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which covers socially responsible public service delivery and well-
being, including the procurement and implementation of Al, in Wales;

protects consumer rights, including making sure that marketing
materials are clear and provide accurate information. The UK

digital services more secure in the face of cyber criminals and
disruptive state actors;

made by public bodies. If the use of generative Al by a public body results in
that public body acting unlawfully, judicial review could be used to hold them
to account.
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Figure 5: A judicial review requires an application to the High Court of
Justice, based in London
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public bodies to have due regard to the need to eliminate discrimination;
advance equality of opportunity; and foster good relations between those with a
include carrying out steps to meet the above general equality duty and aid
transparency; engage groups with protected characteristics; include equality
requirements in procurement exercises; publish equality objectives; and assess
equality impact.

suspects an organisation is not compliant with the PSED, requiring evidence of
their actions towards the PSED. If the EHRC finds the evidence to be non-
satisfactory, it can request that the organisation enter into a ‘Section 23

date, delivering learning material, publishing analyses, reviewing processes,
engaging with specific stakeholders) to be taken. The EHRC also has
investigation and enquiry powers around large themes (for example, it could be
the use of Al in public bodies in Wales) or specific organisations.
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Competency for further legislation in Wales

there is limited scope for the Senedd to make law relating to equal
opportunities. Some aspects of data management are devolved (e.g.
‘information governance’ in healthcare), some responsibility can be shared by
UK-wide and devolved regulators (e.g. equalities laws in Scotland), and former
EU law that was applied UK-wide prior to Brexit has sometimes become the

(..) each of the devolved nations has different data strategies in place
and different rules governing, for example, access to data for
secondary purposes including the development of Al.

Since Al, and especially generative Al with general purpose applications, could
be used in a variety of reserved (e.g. data protection) and devolved (e.g.

lead to internal tensions due to devolved nations wanting to introduce Al
legislation and the UK Parliament challenging it on the grounds that it relates
to reserved matters or, conversely, due to the UK Parliament breaking the Sewel
Convention by legislating on Al in areas that are within the competence of the
Senedd without the Senedd’s consent:

The ambiguity surrounding how reserved and devolved powers
relate to Al creates a real risk of requlatory divergence, which could
lead to ineffective protections for citizens on the one hand, and a
confusing regulatory environment for companies on the other,
undermining a central aim of the UK’s overarching approach.

the UK strategy.
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Government does not address the ambiguity surrounding reserved and
devolved powers for Al and the potential coordination problems that may result
from it (see below for more details).

UK policy and legislation

Al-specific strategy

Kanishka Narayan MP in July 2026, jointly in the Cabinet Office and the
Department for Business, Innovation, Science and Trade. The House of
highlights how UK Government Al-related policies are mostly focused on
boosting the Al sector to help drive growth and productivity across the UK
economy, and comprehensively outlines how the UK's approach to regulating
Al has evolved.

UK Government policy that is relevant to Wales includes:

e The Al regulation white paper published in March 2023, which is based

paper sets out the UK Government'’s proposal for regulating Al but does
not include a plan to bring specific new regulations or regulatory bodies.
The consultation for this white paper was carried out from March until
2024. This response highlighted support from stakeholders and
emphasised that regulators were already taking action to follow the
proposed framework;
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chosen by the UK Government, it might be challenging for regulators to have
resources for these new responsibilities and for people to find redress due to the
variety of regulators involved. Guidance for implementing the UK's non-

Figure 6: lllustration of the UK Government strategy for regulating Al
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and others devolved. It goes on to explain how the devolved administrations will
be involved in the regulation of Al.

fast-paced Al environment and acknowledges coordination challenges, it fails to
address potential tensions, as well as capacity and funding challenges, with
devolved governments. According to them, it also does not provide “any
concrete next steps or timelines” for the UK Government to support devolved
regulators. Roberts et al. suggested establishing an Interministerial Group on
Digital Governance.

building infrastructure needed for Al growth through unlocking investment,
improving access to power and providing planning support. It was announced
in November 2025 that Wales would host one AIGZ in North Wales and one

data centre development, including lengthy planning procedures and delays
getting access to power, can be best addressed. Energy is a reserved power and

This framework is based on different rules depending on risk levels:
unacceptable risk, high risk, limited risk and minimal risk. The objective of the Al

(..) Al systems used in the EU are safe, transparent, traceable,
non-discriminatory and environmentally friendly.

March 2024, stating that:
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European Union lawmakers reached a political agreement on
the draft artificial intelligence (Al) act in December 2023,

. The ban of “harmful Al practices that are considered to be a clear
threat to people's safety, livelihoods and rights, because of the
'unacceptable risk' they create”, which include “Al systems that deploy
harmful manipulative 'subliminal techniques'; Al systems that exploit
specific vulnerable groups (physical or mental disability); Al systems
used by public authorities, or on their behalf, for social scoring
purposes; 'Real-time' remote biometric identification systems in
publicly accessible spaces for law enforcement purposes, except in a
limited number of cases”;

= Requirements on “risk management, testing, technical robustness,
data training and data governance, transparency, human oversight
and cybersecurity” for “high-risks Al systems” (e.g. systems used as
safety components and in specific areas such as law enforcement);

. Transparency requirements for Al systems presenting “limited risk”
(e.g. systems interacting with humans such as chatbots and
deepfakes); and

. No legal obligations for Al systems with “low or minimal risk”.

The Act also proposes to task national supervisory authorities with supervising
and implementing the regulations, national market surveillance authorities
with assessing compliance, and a new European Artificial Intelligence Board
with overviewing the regulations at EU level. The EU released a voluntary
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Figure 7: Thierry Breton, Commissioner for Internal Market of the EU,
Plenary Session - Al Act, European Parliament in Strasbourg, 13 June 2023

use of any manipulative system (e.g. deepfakes) and the need for a
procedure to add technologies in the ban;

regulations, posing a challenge for implementation; and
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companies, including in the UK, through the “Brussels Effect”. This describes the
phenomenon whereby the capacity and market size of the EU influences
companies to follow its standards and in turn, companies pressure other
governments to align to the EU rules. This is what happened with the General
Data Protection Regulation (GDPR).

highlighted that improvements are needed to provide harmonised regulation,
include sustainability considerations and better define Al liability.

Other countries

deployment. Federal agencies apply existing consumer protection, civil rights
and financial laws related to Al. States have passed targeted Al legislation
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Al company Anthropic to block foreigners from two of its flagship models.

Other countries have been developing Al regulations, these include:

These state that: producers of content “bear responsibility” for
generated outputs; providers must ensure sources used to train
generative Al are lawful and do not infringe intellectual property
rights; security assessments must be carried out before generative Al
products are provided to the public; and providers must “employ
effective measures to increase transparency in generative Al services
and... the accuracy and reliability of generated content”. China

July 2025, proposing a roadmap for global Al coordination. Further
plans to accelerate legislation were announced in May 2026. A

based approach and aims to boost the national economy by
promoting Al research. Adjacent laws (e.g. for data protection) are also

framework to regulate generative Al called the Hiroshima Al Process
Friends Group.

39


https://www.bbc.co.uk/news/articles/c8edn0n58gwo
https://www.euractiv.com/news/von-der-leyen-calls-for-cooperation-in-bid-for-access-to-american-ai/
https://www.euractiv.com/news/von-der-leyen-calls-for-cooperation-in-bid-for-access-to-american-ai/
https://www.anthropic.com/news/fable-mythos-access
https://oecd.ai/en/wonk/brazils-path-to-responsible-ai
https://regulations.ai/regulations/brazil-2023-05-pl2338
https://www.gov.br/mcti/pt-br/acompanhe-o-mcti/transformacaodigital/ai-for-the-good-of-all-2025.pdf
https://www.gov.br/mcti/pt-br/acompanhe-o-mcti/transformacaodigital/ai-for-the-good-of-all-2025.pdf
https://www25.senado.leg.br/web/atividade/materias/-/materia/157233
https://www.chinalawtranslate.com/en/generative-ai-interim/
https://www.chinalawtranslate.com/en/generative-ai-interim/
https://www.technologyslegaledge.com/2025/03/china-released-new-measures-for-labelling-ai-generated-and-synthetic-content/
https://www.gov.cn/yaowen/liebiao/202507/content_7033929.htm
https://www.scmp.com/news/china/politics/article/3353834/what-do-chinas-plans-comprehensive-new-ai-law-mean-future-technology
https://www.gov-online.go.jp/hlj/en/november_2025/november_2025-08.html
https://www.gov-online.go.jp/hlj/en/november_2025/november_2025-08.html
https://www.gov-online.go.jp/hlj/en/november_2025/november_2025-08.html
https://www8.cao.go.jp/cstp/ai/ai_plan/aiplan_eng_20260116.pdf
https://japan.kantei.go.jp/103/actions/202509/12jinkoutchinou.html
https://www.cric.or.jp/english/clj/index.html
https://apnews.com/article/oecd-ai-japan-kishida-artificial-intelligence-023ac08e04db5a2109cf35f8b8c9b102

Generative Al — an overview: Research Briefing

Figure 8: Someone consulting a document of the Cyberspace
Administration of China on a screen

Some countries have devised strategies and issued guidelines, but do not have
plans for regulations. For instance:

published in 2025, which integrates Al governance into India’s broader
Digital Public Infrastructure (DPI) and combines broad principles with
sectoral enforcement. In April 2026, the Government of India formed
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monitor, test and analyse advanced Al. Australia has no Al-specific
legislation, instead leveraging existing laws to regulate Al and

therefore acknowledge an agenda to implement “risk-based policies”.
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4. What are the challenges to designing
and implementing policy?

Key difficulties with policy for generative Al, include rapid
change of technology, diffuse harms and international

implications.

Fast-evolving

resources to be able to adapt to this fast-paced Al environment.

Defining harm and assessing damage

specify who has been harmed and when, for example, from inaccurate outputs.
Small mistakes may appear to have minimal repercussions but with

assessing the consequences and appropriate sanctions, including what
penalties to impose and when they should be given, can prove to be
challenging. Similar concerns also arise with privacy issues.

If generative Al is viewed as ‘speech’, additional challenges linked to regulating

Regulating online content can be problematic due to
challenges, such as defining the legally responsible actors for
online hate speech and balancing a right to free speech with
the desire to limit harmful content.
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Need for international approaches

problems. Social media is an example where no common strategy has been
implemented to ban derogatory and discriminatory comments.

Union in November 2023. This declaration recognises that many risks are
“inherently international in nature, and so are best addressed through
international cooperation”. Signatories committed to cooperate on common
principles and codes of conduct, for example through future international Al
Safety Summits and building a “shared scientific and evidence-based
understanding” of Al risks. However, they also recognise that their “approaches
may differ based on national circumstances and applicable legal frameworks".

2026.
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Figure 9: Government representatives at the Al Safety Summit hosted by
the UK in Bletchley Park

EE Al SAFETY SUMMIT

HOSTED BY THE UK | 1-2 NOVEMBER 2023

shared international understanding of risks from advanced Al and how they can
be mitigated”.

sharing of best practices. The Dialogue aims to ensure that governance of Al
reflects the priorities of all nations and the benefits of Al are shared by all,
encouraging international cooperation and sharing of best practices.
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Acronyms

Acronym Name

Al Artificial Intelligence

AlGZ Artificial Intelligence Growth Zone

ANN Artificial Neural Network

CDDO Central Digital and Data Office

CDPS Centre for Digital Public Services

CMA Competition and Markets Authority

DCMS Department for Culture, Media &
Sport

DPIA Data Protection Impact Assessment

DSIT Department for Science, Innovation
and Technology

GDS Government Digital Service

ICO Information Commissioner's Office

IPU Inter-Parliamentary Union

LLM Large Language Model

ML Machine Learning

MDLS Minimum Digital Living Standard

NCSC National Cyber Security Centre

NLP Natural Language Processing

OECD Organisation for Economic Co-
operation and Development

PSED Public Sector Equality Duty

RLHF Reinforcement Learning from Human
Feedback

SED Socio-economic Duty
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WPC

Workforce Partnership Council

46






