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Summary 

What are the opportunities and risks of generative artificial intelligence 
(AI) in the public sector? 

AI can be defined as the science and engineering of machines to perform 
tasks typically associated with human intelligence, such as learning, 
reasoning and planning. 

Generative AI is a type of AI to produce content like text, images, audio, or 
video. Generative AI is increasingly being applied to make technologies like AI 
agents and AI glasses interactive and autonomous. 

Generative AI offers opportunities to improve the efficiency, quality and 
accessibility of services provided by the public sector. Generative AI also offers 
specific opportunities to promote and support the use of Welsh language. 

However, generative AI outputs depend on the quality of the data used to 
train models, as poor quality inputs can lead to bias, mistakes, or 
misinformation. If there are limited resources dedicated to training models in 
some languages, such as Welsh, it can also mean that models don’t perform 
well for these languages. 

Beyond technical limitations, other risks concerning stakeholders include the 
current lack of regulation, impacts on jobs and human behaviour, 
privacy, data protection and copyright issues.  

 

What is the current approach to regulating AI in Wales? 

There is currently no specific holistic approach to legislating for AI (of which 
generative AI is a subfield) in Wales. In the UK, AI is regulated in the context 
it is used through existing regulatory frameworks, for example, financial 
services, copyright and healthcare legislation. 

The previous Welsh Government outlined its AI Plan for Wales, which does 
not include additional legislation, in November 2025. The Plan establishes the 
Office for AI and the Strategic AI Advisory Group. It outlines the 
Government’s approach to use AI to drive economic growth and enhance 
public services, emphasising collaborative decision-making and equity. 

https://aima.cs.berkeley.edu/global-index.html
https://cloud.google.com/use-cases/generative-ai
https://www.ibm.com/think/topics/agentic-ai-vs-generative-ai
https://www.ibm.com/think/topics/agentic-ai-vs-generative-ai
https://www.meta.com/gb/ai-glasses/what-are-smart-glasses/
https://wwps.microsoft.com/blog/ai-public-sector
https://www.gov.wales/sites/default/files/publications/2018-12/welsh-language-technology-and-digital-media-action-plan.pdf
https://www.gov.uk/government/publications/understanding-artificial-intelligence/a-guide-to-using-artificial-intelligence-in-the-public-sector
https://www.bbc.co.uk/news/uk-wales-66656339
https://www.adalovelaceinstitute.org/report/regulating-ai-in-the-uk/
https://www.tuc.org.uk/blogs/investigating-how-ai-understood-and-impacting-welsh-workers-and-trade-unionists
https://www.researchgate.net/profile/Adebayo-Afolaranmi/publication/386107361_The_Effects_of_Artificial_Intelligence_AI_on_Human_Interpersonal_Connections/links/6744f5e427661f7ae66b693e/The-Effects-of-Artificial-Intelligence-AI-on-Human-Interpersonal-Connections.pdf
https://assets.publishing.service.gov.uk/media/653932db80884d0013f71b15/generative-ai-safety-security-risks-2025-annex-b.pdf
https://www.gov.uk/guidance/the-governments-code-of-practice-on-copyright-and-ai
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
https://lordslibrary.parliament.uk/ai-regulation-in-the-uk-debate-on-the-need-for-cross-sector-legislation/#ref-34
https://www.fca.org.uk/firms/innovation/ai-approach
https://www.fca.org.uk/firms/innovation/ai-approach
https://www.gov.uk/government/publications/report-and-impact-assessment-on-copyright-and-artificial-intelligence
https://www.gov.uk/government/publications/national-commission-into-the-regulation-of-ai-in-healthcare-research-engagement-and-call-for-evidence-findings
https://www.gov.wales/ai-plan-for-wales-html
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
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The UK Government published its AI regulation white paper in March 2023, 
which states AI regulation should be done within the existing powers of 
regulators and devolved to sectors. It is based on a ‘pro-innovation’ approach, 
with policies mainly focusing on boosting the AI sector to drive growth and 
productivity across the UK economy.  

In its January 2025 AI Opportunities Action Plan, the UK Government 
committed to developing AI Growth Zones (AIGZs) to accelerate AI 
infrastructure development. Two AIGZs are in Wales: one in North Wales; and 
one along the M4 corridor in South Wales.  

Protection of personal information, intellectual property and internet services 
are reserved matters, meaning that the Welsh Government and the Senedd 
do not have power to make law in these areas, so Wales is subject to the same 
law as the UK. However, the wider governance of data protection regulations 
does not always involve a straightforward distinction between 
‘reserved’ and ‘devolved’.  

There is limited scope for the Senedd to make law relating to equal 
opportunities to address discriminatory use of AI. The Well-being of 
Future Generations Act (Wales) 2015 means that decisions on AI adoption 
by public bodies must consider the impact on future generations, 
sustainability and long-term prosperity, as well as immediate benefits. 

 

What are the challenges of regulating AI? 

Since the field of AI evolves rapidly, regulation needs to account for new 
innovations. 

In addition, the impacts of AI are not always easy to define, which means it 
can be difficult to specify who has been harmed and when. 

Finally, it is recognised that international collaboration is needed to avoid 
displacing problems. Despite efforts to collaborate, for example at the India 
AI Impact Summit in February 2026, strategies planned by different 
countries vary.  

  

https://www.gov.uk/government/publications/ai-regulation-a-pro-innovation-approach
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan
https://www.gov.uk/government/publications/ai-growth-zones/ai-growth-zones-open-for-applications
https://www.gov.uk/government/news/ai-growth-zones-to-create-thousands-of-jobs-and-unlock-up-to-100-billion-in-investment-as-new-site-confirmed-for-north-wales
https://www.gov.uk/government/news/ai-to-power-national-renewal-as-government-announces-billions-of-additional-investment-and-new-plans-to-boost-uk-businesses-jobs-and-innovation
https://www.legislation.gov.uk/ukpga/2006/32/contents
https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance
https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance
https://www.equalityhumanrights.com/our-work/our-work-wales/wales-impact-report-2024-2025
https://www.equalityhumanrights.com/our-work/our-work-wales/wales-impact-report-2024-2025
https://www.legislation.gov.uk/anaw/2015/2/contents
https://www.legislation.gov.uk/anaw/2015/2/contents
https://www.adalovelaceinstitute.org/report/regulating-ai-in-the-uk/#_ftn33
https://www.adalovelaceinstitute.org/report/regulating-ai-in-the-uk/#_ftn33
https://theconversation.com/ai-harm-is-often-behind-the-scenes-and-builds-over-time-a-legal-scholar-explains-how-the-law-can-adapt-to-respond-240080
https://www.youtube.com/watch?v=GNvklSlGSfY&t=3s
https://www.gov.uk/government/publications/ai-safety-summit-2023-the-bletchley-declaration/the-bletchley-declaration-by-countries-attending-the-ai-safety-summit-1-2-november-2023
https://impact.indiaai.gov.in/about-summit
https://impact.indiaai.gov.in/about-summit
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1. What is generative AI and what are 

the opportunities for the public sector? 

This section overviews the field of AI, explains what 

generative AI is, and summarises its relevancy for the public 

sector. 

Definition  

AI studies the science and engineering of machines to perform tasks 
typically associated with human intelligence, including learning, reasoning 
and planning. An algorithm is a list of rules to complete a task, like a recipe.  

Within AI, machine learning (ML) algorithms apply statistical analysis to 
identify patterns in data and make predictions. A sub-branch of ML is deep 
learning, characterised by the use of artificial neural networks (ANNs) which 
are inspired by how neurons in the brain work. ANNs are composed of multiple 
artificial neurons defined by numerical parameters. Parameters can be 
incrementally tweaked so that the network adapts to input data (also known as 
training data). An ANN gradually encodes patterns from training data to 
produce a model, which is a mathematical representation of patterns in data 
that can be applied to make predictions about new data. Various techniques 
can be used to train ML models, such as: 

▪ Supervised learning, i.e. the model is trained on labelled data (i.e. 
data tagged with properties in the context of a specific task); 

▪ Unsupervised learning, i.e. the training data is not labelled; 

▪ Semi-supervised learning, i.e. a small part of the training data is 
labelled and a large part is unlabelled; 

▪ Self-supervised learning, i.e. the training data is unlabelled and the 
model iteratively predicts pseudo-labels; and 

▪ Reinforcement learning, i.e. the model learns by trial and error. 

Generative AI is a subfield of AI that uses ML to produce content such as text, 
images, audio, videos, or music. Generative AI encodes patterns in data such as 

https://aima.cs.berkeley.edu/global-index.html
https://aima.cs.berkeley.edu/global-index.html
https://www.bbc.co.uk/bitesize/articles/z3whpv4
https://www.ibm.com/topics/machine-learning
https://hai.stanford.edu/sites/default/files/2020-09/AI-Definitions-HAI.pdf
https://hai.stanford.edu/sites/default/files/2020-09/AI-Definitions-HAI.pdf
https://www.youtube.com/watch?v=aircAruvnKk
https://developers.google.com/machine-learning/glossary#parameter
https://www.ibm.com/think/topics/training-data
https://www.ibm.com/think/topics/ai-model
https://cloud.google.com/use-cases/generative-ai
https://www.ibm.com/topics/data-labeling
https://developers.google.com/machine-learning/intro-to-ml/what-is-ml#unsupervised_learning
https://scikit-learn.org/stable/modules/semi_supervised.html
https://scikit-learn.org/stable/modules/semi_supervised.html
https://arxiv.org/pdf/cs/9605103.pdf
https://cloud.google.com/use-cases/generative-ai
https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
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webpages, social media and other online content. There are two main 
branches of generative AI: generating language; and generating images, audio 
and video.  

Approaches to generate language apply natural language processing (NLP) 
techniques (the use of machines to handle language), in particular the 
generative pre-trained transformer (GPT) algorithm. A GPT can encode 
patterns in sequential data like text, by detecting relationships between parts 
of a sentence and using these patterns to predict the next likely word given an 
input. A large language model (LLM) does this on massive amounts of text 
data with millions or billions of parameters. LLMs are computationally 
intensive and can take a long time to be trained.  

Approaches to generate images, audio and videos include diffusion models 
which start from “noise” (random irregularities in data) and gradually refine it 
into a meaningful output. Diffusion models have been used for applications like 
deepfake technology, defined in Note 1 below. 

Note 1 

Deepfakes describe synthetic media, often videos, sound recordings, or 
pictures, that can be used to “replace someone's face or voice with that of 
someone else, in a way that appears real”. 

Most of the popular generative AI technologies rely on the use of 
foundation models, which are large-scale ML models trained on vast 
quantities of data. Foundation models are not task-specific and are often 
called general-purpose models. However, generative AI can also be designed 
for specific tasks and use approaches that are not foundation models (e.g. small 
generative AI models for creative work like making music). 

Other terms are sometimes used such as “frontier models” to describe cutting-
edge models, or “artificial general intelligence (AGI)” and “strong AI” to 
describe highly advanced AI. However, these terms are inconsistently defined. 

https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
https://www.geeksforgeeks.org/nlp/introduction-to-natural-language-processing-nlp/
https://www.youtube.com/watch?v=wjZofJX0v4M
https://www.datacamp.com/blog/self-attention
https://huggingface.co/learn/llm-course/chapter1/2
https://ieeexplore.ieee.org/abstract/document/10903774
https://ieeexplore.ieee.org/abstract/document/10903774
https://www.geeksforgeeks.org/artificial-intelligence/what-are-diffusion-models/
https://www.statisticshowto.com/statistical-noise/
https://www.technologyreview.com/2018/02/21/145289/the-ganfather-the-man-whos-given-machines-the-gift-of-imagination
https://dictionary.cambridge.org/dictionary/english/deepfake
https://cloud.google.com/ai/generative-ai
https://www.adalovelaceinstitute.org/resource/foundation-models-explainer/
https://www.adalovelaceinstitute.org/resource/foundation-models-explainer/
https://arxiv.org/pdf/2108.07258.pdf
https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
https://www.adalovelaceinstitute.org/resource/foundation-models-explainer/
https://ualresearchonline.arts.ac.uk/id/eprint/18343/1/CHI_Workshop_GenAI.pdf
https://www.nvidia.com/en-us/glossary/frontier-models/
https://hai.stanford.edu/ai-definitions/what-is-agi-artificial-general-intelligence
https://www.ibm.com/think/topics/strong-ai
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Figure 1: Venn diagram describing the common distinction between 
types of AI 

 

AI agents 

An AI agent is a computational system implementing AI technologies, including 
generative AI, to act autonomously and achieve goals. Rather than using a 
single model or piece of software, an agent is a design architecture that draws 
on multiple computational tools. Agents can be used to automate procedures 
and processes, like workflows or repetitive tasks. An agent’s goals are defined by 
a user, e.g. asking an agent to find the best meeting slot on their team’s 
calendars, or pre-defined by the software system owner, e.g. an agent that is 
designed to research. A user can have an ongoing interaction with an agent 
and the agent can autonomously select which tools are best suited to 
achieve the objective. Many agents can search the web, query databases and 
implement various software programs.  

Wearable AI 

Wearable technologies are electronic or mobile devices, or computers with 
wireless communication, that are incorporated into gadgets, accessories, or 
clothes. AI and generative AI in particular, is increasingly being used in 
wearable technologies, such as healthcare monitoring, augmented and 

https://aima.cs.berkeley.edu/global-index.html
https://www.gov.uk/government/publications/ai-insights/ai-insights-agentic-ai-html
https://www.gov.uk/government/publications/ai-insights/ai-insights-agentic-ai-html
https://www.sciencedirect.com/science/article/pii/S1389128621001651
https://www.mdpi.com/2079-9292/12/7/1509
https://journals.lww.com/jmai/fulltext/2026/03000/the_role_of_ai_integrated_wearables_in_predictive.6.aspx
https://www.sciencedirect.com/science/article/abs/pii/S0736584518306240
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virtual reality, sports and entertainment. Using generative AI in wearable 
technologies can make them more adaptive, personalised and interactive. In 
healthcare, for example, generative AI can monitor people in real time and 
adapt to individuals as their needs evolve. An increasingly popular application of 
wearable AI are AI glasses, defined in Note 2 below. 

Note 2 

AI glasses are wearable technologies that are connected to remote devices 
or AI. AI glasses have sensors, like tiny speakers, microphones and 
cameras, to collect data about the user and their environment, and can be 
used to feed back information to the user. 

Relevance for the public sector 

Multiple technology and consulting companies, such as Microsoft, Deloitte 
and Google, have highlighted opportunities offered by generative AI for the 
public sector. Generative AI is already being used in parts of the UK public 
sector. A 2025 survey found that 22% of respondents were using generative 
AI for tasks such as such as drafting documents, summarising lengthy emails, 
updating records, preparing reports and analysis. Similar uses were identified in 
a Workforce Partnership Council (WPC) report and a UK Government trial 
of 20,000 civil servants.  

Generative AI offers opportunities to: 

▪ Increase efficiency;  

▪ Improve accessibility and inclusivity; 

▪ Improve the satisfaction of employees by reducing mundane tasks;  

▪ Enhance citizen services (e.g. through the use of chatbots); 

▪ Provide creative aid; and 

▪ Analyse large amounts of data for comprehensive outputs. 

Many specific opportunities for parliaments exist, for example, using 
generative AI to analyse legislation and identify gaps, summarise consultations, 
or gather information for research. AI agents can help automate routine 
processes like information gathering, administrative workflows, or improving 
service delivery. These are non-exhaustive lists and specificities of each 

https://www.sciencedirect.com/science/article/abs/pii/S0736584518306240
https://dl.acm.org/doi/full/10.1145/3648469
https://www.frontiersin.org/journals/robotics-and-ai/articles/10.3389/frobt.2024.1450177/full
https://link.springer.com/article/10.1007/s41133-021-00053-3
https://link.springer.com/article/10.1007/s41133-021-00053-3
https://www.meta.com/gb/ai-glasses/what-are-smart-glasses/
https://www.meta.com/gb/ai-glasses/what-are-smart-glasses/
https://wwps.microsoft.com/blog/ai-public-sector
https://www2.deloitte.com/us/en/pages/public-sector/solutions/designing-for-the-public-sector-with-generative-ai.html
https://cloud.google.com/blog/topics/public-sector/how-ai-improving-constituent-experiences-government/?hl=en
https://dl.acm.org/doi/full/10.1145/3700140
https://dl.acm.org/doi/full/10.1145/3700140
https://www.gov.wales/using-artificial-intelligence-work-benchmarking-report-awareness-and-understanding-artificial-html
https://www.gov.uk/government/news/landmark-government-trial-shows-ai-could-save-civil-servants-nearly-2-weeks-a-year
https://www.gov.uk/government/news/landmark-government-trial-shows-ai-could-save-civil-servants-nearly-2-weeks-a-year
https://academic.oup.com/qje/article/140/2/889/7990658?login=true
https://unric.org/en/building-an-accessible-future-for-all-ai-and-the-inclusion-of-persons-with-disabilities/
https://www.sciencedirect.com/science/article/pii/S2444569X25001891
https://liberalforum.eu/wp-content/uploads/2022/11/Smart-Parliaments_ELF-Study_Techno-Politics_vol.4.pdf
https://digitalpublicservices.gov.wales/automation-and-artificial-intelligence-discovery-report/ai-0
https://www.bbc.co.uk/future/article/20260505-how-to-use-ai-without-turning-your-brain-to-mush
https://liberalforum.eu/wp-content/uploads/2022/11/Smart-Parliaments_ELF-Study_Techno-Politics_vol.4.pdf
https://www.ipu.org/ai-guidelines
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5249100
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5249100
https://dl.acm.org/doi/pdf/10.1145/3598469.3598517
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parliamentary setting and their digital strategies should be taken into 
consideration to assess relevance and priority. 

£1 million was allocated by the Welsh Government in October 2025 to support 
the adoption of AI across Welsh public services. The Office for AI and Strategic 
AI Advisory Group have been working on applying AI to enhance public 
service delivery across Wales. Projects are underway to evaluate AI scribe 
tools, deploy a platform for the public sector to test and use AI tools, develop 
chatbots and deliver guidance and training for public sector workers.  

“Humphrey”, a UK Government-developed AI toolkit, has been used to analyse 
public responses to a Scottish Government consultation; speed up admin in 
planning and social care; improve GOV.UK Chat; and take notes in a meeting 
chaired by the UK Prime Minister. The Welsh Government is working with the 
UK Government to assess how the Humphrey toolkit can be made available and 
used in Wales.  

The education sector is also increasingly adopting generative AI. For instance, 
generative AI has been used by teachers to generate educational resources 
tailored for individual students or to generate feedback on students’ work. 
Students have used it, for example, to help them complete assignments, 
investigate concepts or find information and structure presentations.  

In Wales, generative AI has been used by both academic staff and students. 
The University of South Wales published guidelines for appropriate use. A 
review of generative AI in schools published in October 2025 by Estyn, the 
education and training inspectorate for Wales, found many schools in Wales to 
be in the early stages of exploring AI. 

Economic opportunities 

The 2026 AI Index Report from Stanford University finds that productivity 
gains from implementing AI are measurable within narrow tasks. AI can 
improve productivity in tasks that are structured, language heavy, or have clear 
feedback loops. One study of workers using generative AI based customer 
support chatbots found 15% more issues were solved per hour, although this 
varied substantially across workers. 

At a macro level, the AI Index Report says that evidence “remains early and 
mixed”, that there are indicators that AI is starting to impact aggregate 
productivity, although substantial productivity gains may take time to 
materialise.  

https://www.ukauthority.com/articles/welsh-government-funds-public-service-ai-projects
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.uk/government/news/shake-up-of-tech-and-ai-usage-across-nhs-and-other-public-services-to-deliver-plan-for-change
https://www.gov.uk/government/news/government-built-humphrey-ai-tool-reviews-responses-to-consultation-for-first-time-in-bid-to-save-millions
https://www.gov.uk/government/news/government-built-humphrey-ai-tool-reviews-responses-to-consultation-for-first-time-in-bid-to-save-millions
https://www.gov.uk/government/news/ai-experiments-see-humphrey-help-townhalls-cut-costs-and-improve-services
https://insidegovuk.blog.gov.uk/2026/03/16/5-things-we-learned-testing-gov-uk-chat-an-ai-assistant-for-government/
https://www.gov.uk/government/news/ai-experiments-see-humphrey-help-townhalls-cut-costs-and-improve-services
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://assets.publishing.service.gov.uk/media/65609be50c7ec8000d95bddd/Generative_AI_call_for_evidence_summary_of_responses.pdf
https://hwb.gov.wales/keeping-safe-online/in-the-know/chatgpt/
https://libguides.southwales.ac.uk/c.php?g=712885&p=5160420
https://estyn.gov.wales/improvement-resources/new-era-how-artificial-intelligence-ai-is-supporting-teaching-and-learning/
https://hai.stanford.edu/assets/files/ai_index_report_2026.pdf
https://academic.oup.com/qje/article/140/2/889/7990658?login=true
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A 2026 study of over 12,000 European firms found that AI adoption increases 
labour productivity levels by 4% on average, but with uneven benefits 
depending on the size and capacities of the firm. AI adoption is projected to 
contribute to a 2.98% overall increase, equivalent to £79.3 billion, in the 
UK’s GDP by 2035. A 2026 UK Government report found that jobs directly 
involving AI activities could rise from 158,000 in 2024 to 3.9 million by 2035. 

Economic opportunities for Wales 

Wales contributes to the global AI infrastructure market through its 
semiconductor industry, which produces essential parts of computer chips, 
and data centres, which host computational equipment.  

South Wales is home to the UK compound semiconductor cluster, a centre of 
excellence in compound semiconductor research, innovation and 
manufacturing. The cluster accelerates growth in areas including AI research. It 
supports £436 million in Welsh Gross Value Added (GVA), 3,140 jobs across 
Wales and £480 million in exports representing more than 90% of output. 
A 2026 Department for Science, Innovation and Technology (DSIT) report found 
that Wales accounted for 11% of employment and 24% of revenues for the 
UK’s semiconductor industry, despite being home to only 7% of dedicated UK 
headquartered companies.  

Cardiff also hosts one of Europe’s largest hyper-scale data centre 
campuses. The South Wales AIGZ is projected to bring around £10 billion of 
investment by the early 2030s.  

A May 2025 report from the Sixth Senedd’s Economy, Trade and Rural Affairs 
Committee recommended that, to fully realise the benefits of AI, the Welsh 
Government should examine how it can support Welsh businesses adapt to and 
develop AI, analyse where job displacement will be most significant, and assess 
which skills the Welsh workforce requires to maximise benefits from AI.  

In response, the previous Welsh Government welcomed guidance published 
on ethical AI. It also conducted a review into improving productivity of small 
medium enterprises (SMEs), recommending helping SMEs realise the benefits 
of AI through awareness campaigns and enhanced digital support. The Plaid 
Cymru Manifesto 2026 states that a new National Development Agency for 
Wales would support Welsh businesses to “respond to new challenges and 
opportunities – including… digital and artificial intelligence”. 

https://cepr.org/voxeu/columns/how-ai-affecting-productivity-and-jobs-europe
https://www.gov.uk/government/publications/the-wider-economic-impacts-of-emerging-technologies-in-the-uk/the-wider-economic-impacts-of-emerging-technologies-in-the-uk-html
https://www.gov.uk/government/publications/the-wider-economic-impacts-of-emerging-technologies-in-the-uk/the-wider-economic-impacts-of-emerging-technologies-in-the-uk-html
https://www.gov.uk/government/publications/ai-skills-for-life-and-work-labour-market-and-skills-projections/ai-skills-for-life-and-work-labour-market-and-skills-projections
https://www.ibm.com/think/topics/semiconductors
https://www.datacenterdynamics.com/en/analysis/silicon-valleys-how-wales-became-a-data-center-hub/
https://csa.catapult.org.uk/case-studies/south-wales-compound-semiconductor-cluster/
https://csconnected.com/news/2026/06/south-wales-semiconductor-cluster-delivers-436m-impact-new-report-shows/
https://csconnected.com/news/2026/06/south-wales-semiconductor-cluster-delivers-436m-impact-new-report-shows/
https://assets.publishing.service.gov.uk/media/6a2bdaa7a3674dfd3eb507ab/20260604_Semiconductor_Sector_Study_2026_Draft_Final.pdf
https://assets.publishing.service.gov.uk/media/6a2bdaa7a3674dfd3eb507ab/20260604_Semiconductor_Sector_Study_2026_Draft_Final.pdf
https://vantage-dc.com/data-center-locations/emea/cardiff-united-kingdom/
https://vantage-dc.com/data-center-locations/emea/cardiff-united-kingdom/
https://fintechwales.org/news/south-wales-named-second-welsh-ai-growth-zone-in-major-uk-investment-drive/
https://fintechwales.org/news/south-wales-named-second-welsh-ai-growth-zone-in-major-uk-investment-drive/
https://laiddocuments.senedd.wales/cr-ld17182-en.pdf
https://laiddocuments.senedd.wales/gen-ld17414-en.pdf
https://www.gov.wales/economic-mission-sme-productivity-review-html
https://record.assembly.wales/Plenary/16083#C766494
https://record.assembly.wales/Plenary/16083#C766494
https://www.partyof.wales/manifesto/
https://www.partyof.wales/manifesto/
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Welsh language opportunities  

The 2025 AI Plan for Wales sets out the previous Welsh Government’s vision 
for AI: 

To harness the power of AI responsibly to deliver economic 
growth, enhance public services in English and Welsh, and 
equip people in Wales with the skills to thrive in a world 
shaped by intelligent technologies whilst ensuring equity for 
all. 

As a bilingual country, generative AI offers opportunities to promote and 
support the use of the Welsh language, making it easier for more people to use 
the Welsh language in everyday life. The Welsh Government’s 2018 Welsh 
Language Technology Action Plan highlights the importance of Welsh 
chatbots for citizens to make enquiries to their local councils in Welsh. The 
Action Plan includes a work package specifically dedicated to Welsh-language 
machine learning and conversational AI. 

As quality data is vital for building tools that can support Welsh language use, 
the AI Plan for Wales emphasises the need for Open Data to make Welsh 
language data, and data about the uniqueness of life in Wales available. 
Resources such as Helo Blod are widening access to Welsh language 
technology. In 2025, UK Research and Innovation (UKRI) confirmed £26 
million investment to support data use for research in Wales. Projects are 
underway to build resources of Welsh text and audio data. Data about the 
Welsh language has been shared with AI projects like AINA, led by the 
Government of Catalonia, and OpenAI. 

Leveraging the benefits of open-source techniques and datasets, University 
College London, NVIDIA and Bangor university have developed an LLM to 
enable AI reasoning for Welsh and other UK languages. The model can be used 
to support the delivery of public services, such as health care, education and 
legal resources, in Welsh. The Welsh Government has worked with industry 
leaders to improve the quality of Welsh in popular AI tools such as Microsoft’s 
Copilot and OpenAI’s ChatGPT. 

AI techniques other than generative AI are also being used to improve access to 
the Welsh language. For example, much of the translation sector in Wales, 
including the Welsh Parliament, uses a neural machine translation model 
which predicts the probability of a sequence of words in Welsh, given a 
sequence of words in English. Welsh automatic speech recognition tools 

https://www.gov.wales/ai-plan-for-wales-html
https://www.gov.wales/ai-plan-for-wales-html
https://www.gov.wales/sites/default/files/publications/2018-12/welsh-language-technology-and-digital-media-action-plan.pdf
https://www.gov.wales/sites/default/files/publications/2018-12/welsh-language-technology-and-digital-media-action-plan.pdf
https://www.gov.wales/ai-plan-for-wales-html
https://www.gov.wales/open-data-publication-guide
https://businesswales.gov.wales/heloblod/welsh-language-technology
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.wales/welsh-language-technology-and-ai-updates
https://www.gov.wales/welsh-language-technology-and-ai-updates
https://www.gov.wales/written-statement-welsh-language-technology
https://projecteaina.cat/tech/
https://www.gov.wales/chatgpt-learns-welsh
https://www.bangor.ac.uk/news/2025-09-15-reaching-across-the-isles-uk-llm-brings-ai-to-uk-languages-with-nvidia-nemotron
https://techcommunity.microsoft.com/blog/microsoft365copilotblog/announcing-support-for-welsh-and-catalan-language-in-copilot-for-microsoft-365/4236840
https://techcommunity.microsoft.com/blog/microsoft365copilotblog/announcing-support-for-welsh-and-catalan-language-in-copilot-for-microsoft-365/4236840
https://www.gov.wales/chatgpt-learns-welsh
https://business.senedd.wales/documents/s77596/Paper%204.pdf
https://www.sciencedirect.com/science/article/pii/S2095809921002745?via%3Dihub
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include the voice assistant Macsen, as well as text-to-speech models Whisper 
and Trawsgrifiwr.  

Figure 2: Start of a conversation in Welsh on ChatGPT-3.5  

 

https://techiaith.cymru/products/macsen/index.html
https://huggingface.co/techiaith/whisper-large-v3-ft-commonvoice-cy-en
https://trawsgrifiwr.techiaith.cymru/
https://chat.openai.com/auth/login
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2. What are the risks and challenges? 

This section outlines risks associated with generative AI and 

points to relevant guidelines for fair and responsible use. 

Technical risks and limitations of generative AI 

Theoretical technical limitations 

Generative AI outputs are bounded by the quality of the training data that a 
model is trained on. As a result, potential risks in outputs are: 

▪ Bias and lack of neutrality;  

▪ Monoculture and constraints on the development of plural 
opinions (more explanations in Note 3 below); 

▪ Mistakes, creation of made-up knowledge, and misinformation;  

▪ Disinformation; and 

▪ Discrimination. 

Note 3 

Generative AI outputs reflect the values of the creators of the training data 
and the developers who select which training datasets to use. As a result, 
marginalised voices are often not represented in generative AI outputs.  

AI agents raise additional fairness concerns because they automate choices 
about what goals to prioritise. These choices may favour some people or 
groups more than others, even if it isn’t obvious to the user. 

Errors or bias in generative AI outputs can have wider effects on society. For 
example, they can erode trust in information, political and societal influence, 
and cause cascading failures if used incorrectly in large-scale organisations.  

This problem may also worsen as future generative AI models are trained on 
data taken from the internet, which is increasingly filled with the outputs of 
previous models. These feedback loops contaminate training data and 
deteriorate model performance.  

https://www.gov.uk/government/publications/understanding-artificial-intelligence/a-guide-to-using-artificial-intelligence-in-the-public-sector
https://www.gov.uk/guidance/managing-your-artificial-intelligence-project
https://www.youtube.com/watch?v=GNvklSlGSfY&t=3s
https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
https://www.youtube.com/watch?v=GNvklSlGSfY&t=3s
https://www.gov.uk/government/publications/guidance-to-civil-servants-on-use-of-generative-ai/guidance-to-civil-servants-on-use-of-generative-ai
https://assets.publishing.service.gov.uk/media/65395abae6c968000daa9b25/frontier-ai-capabilities-risks-report.pdf
https://www.equalityhumanrights.com/guidance/artificial-intelligence-meeting-public-sector-equality-duty-psed
https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
https://www.techpolicy.press/to-make-sure-ai-advances-democracy-first-ask-who-does-it-serve/
https://assets.publishing.service.gov.uk/media/653932db80884d0013f71b15/generative-ai-safety-security-risks-2025-annex-b.pdf
https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
https://futurism.com/artificial-intelligence/over-50-percent-internet-ai-slop
https://aclanthology.org/2024.findings-acl.716.pdf
https://aclanthology.org/2024.findings-acl.716.pdf
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Even with filters put in place to reduce prejudicial outputs, there is an 
inherent risk of generative AI producing harmful content. Large generative AI 
models have been trained on data that contains illegal and toxic content, 
such as harmful stereotypes or sexist and racist statements, which means 
that there is a chance this data can be reproduced in outputs.  

Research has also proven it to be very difficult to stop “jailbreaking” attacks, 
which exploit vulnerabilities in generative AI models to get them to behave in 
undesirable ways. A “prompt injection” is a similar type of attack, where 
malicious instructions are hidden within other input data. When a prompt 
injection attack happens to an agent, the agent can be manipulated to take 
actions on behalf of a malicious actor.  

Prompt injection is especially problematic for AI agents, because agents 
automate decisions away from the user, which makes it harder for the user to 
identify when an attack is happening. Agents can also be given authority to 
take consequential actions like data sharing or deletion, which means an attack 
can be highly impactful, raising significant security and privacy concerns. 

Issues are made worse because many AI technologies, like generative AI, rely on 
complex internal decision-making process, making it difficult to understand 
how an output is reached from a given input. That is why many AI systems are 
called “black boxes”, because, metaphorically, you can see what goes into the 
box and what comes out, but not what happens inside it. 

AI agents automate decisions away from the user, which makes it even more 
challenging to understand how the technology is working and who is 
accountable. Making AI interpretable is an active research direction and 
researchers, policymakers and industry standards stress the need for 
meaningful human oversight of AI. 

For Wales specifically, a lack of quality training data in Welsh could reduce 
the standard of Welsh outputs made using generative AI. More broadly, training 
data for generative AI is largely gathered from the internet, which is mostly in 
a few data-rich languages (e.g. English, Spanish, Mandarin), creating gaps for 
any non-data rich language.  

Efforts to improve data availability are laid out in the AI Plan for Wales, 
including the use of Open Data to widen access to Welsh language data and 
data about what makes life in Wales unique. Progress includes Bangor 
University’s dataset of sentences from Welsh Government websites and 
Cardiff University’s SENTimental tool to create Welsh training data.  

https://theintercept.com/2022/12/08/openai-chatgpt-ai-bias-ethics/
https://aclanthology.org/2021.acl-short.24/
https://link.springer.com/chapter/10.1007/978-3-032-08486-6_9
https://www.unesco.org/en/articles/generative-ai-unesco-study-reveals-alarming-evidence-regressive-gender-stereotypes
https://hai.stanford.edu/news/covert-racism-ai-how-language-models-are-reinforcing-outdated-stereotypes
https://www.usenix.org/conference/usenixsecurity21/presentation/carlini-extracting
https://proceedings.neurips.cc/paper_files/paper/2023/hash/fd6613131889a4b656206c50a8bd7790-Abstract-Conference.html
https://blog.google/security/prompt-injections-web/
https://research.google/pubs/an-introduction-to-googles-approach-for-secure-ai-agents/
https://assets.publishing.service.gov.uk/media/65395abae6c968000daa9b25/frontier-ai-capabilities-risks-report.pdf
https://www.techpolicy.press/governing-ai-agents-with-democratic-algorithmic-institutions/
https://www.techpolicy.press/governing-ai-agents-with-democratic-algorithmic-institutions/
https://www.techpolicy.press/where-is-accountability-when-governments-deploy-ai/
https://www.techpolicy.press/where-is-accountability-when-governments-deploy-ai/
https://www.pnas.org/doi/abs/10.1073/pnas.1900654116
https://link.springer.com/article/10.1007/s43681-026-01147-7
https://link.springer.com/article/10.1007/s43681-026-01147-7
https://www.bbc.co.uk/news/uk-wales-66656339
https://www.brookings.edu/articles/how-language-gaps-constrain-generative-ai-development/
https://www.gov.wales/ai-plan-for-wales-html
https://www.gov.wales/open-data-publication-guide
https://www.gov.wales/welsh-language-technology-and-ai-updates
https://huggingface.co/datasets/techiaith/llyw-cymru-en-cy-ogl
https://digigrid.cymru/analyse/
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Improvements to the quality of Welsh training data does not eliminate risk of 
bias, however. Generative AI tools exhibit biases towards the values of 
certain countries even when using other languages. In addition, because 
generative AI is probabilistic, outputs vary even for the same input. This means 
that using generative AI for translation will not be consistent.  

Finally, the behaviour of generative AI systems can change relatively quickly 
over time. One study found a decrease in ChatGPT’s ability to follow user 
instructions in the span of three months, underlining the need for continuous 
monitoring.  

‘Real-world’ examples 

Various experimental tests have shown the technical limitations of generative 
AI for ‘real world’ applications, even for basic tasks that could be solved by non-
expert humans. 

Issues with bias in AI algorithms other than generative AI have been seen in the 
public sector. For example, facial recognition used by South Wales Police was 
declared unlawful and a breach of human rights due to: a lack of guidance on 
its use; defective consideration of the data protection impact; and a failure to 
adequately address risks of racial and gender bias. However, if these issues had 
not been present, the Court of Appeal stated that use of facial recognition 
would have been lawful.  

Other examples outside of the UK include a fraud prediction algorithm used 
by Dutch Tax Authorities which was found to be guilty of indirect 
discrimination on the basis of race and ethnicity. Parents were wrongly 
accused of fraud, leading to unemployment, bankruptcies and parents 
losing custody of their children. The Government ended up resigning and 5 
billion euros were distributed in compensation.  

Risks beyond technical limitations: stakeholder concerns 

Beyond technical limitations of generative AI due to input data, other risks 
concern stakeholders including: 

1. Lack of regulation: Generative AI experts, such as the OpenAI co-founder, 
have urged for legislation to regulate the use and development of AI. The Ada 
Lovelace Institute recommends a more holistic and comprehensive 
regulatory framework for AI in the UK as a way to both manage risks and 
support innovation. Without clear regulation, issues arise with how to allocate 

https://hub.jhu.edu/2025/09/02/multilingual-artificial-intelligence-often-reinforces-bias/
https://hub.jhu.edu/2025/09/02/multilingual-artificial-intelligence-often-reinforces-bias/
https://academic.oup.com/pnasnexus/article/3/9/pgae346/7756548
https://academic.oup.com/pnasnexus/article/3/9/pgae346/7756548
https://arxiv.org/pdf/2307.09009.pdf
https://arxiv.org/pdf/2311.00059.pdf
https://www.bbc.co.uk/news/uk-wales-53734716
https://www.linkedin.com/pulse/racing-against-artificial-intelligence-what-dutch-egbert-wetherborne-yzs0c/
https://www.rijksoverheid.nl/actueel/nieuws/2022/05/30/aandacht-voor-institutioneel-racisme-binnen-toezicht-belastingdienst-en-toeslagen
https://www.rijksoverheid.nl/actueel/nieuws/2022/05/30/aandacht-voor-institutioneel-racisme-binnen-toezicht-belastingdienst-en-toeslagen
https://www.amnesty.org/en/documents/eur35/4686/2021/en/
https://www.amnesty.org/en/documents/eur35/4686/2021/en/
https://journals.sagepub.com/doi/10.1177/02610183241281346
https://journals.sagepub.com/doi/10.1177/02610183241281346
https://www.bbc.com/news/world-europe-55674146
https://www.nationaleombudsman.nl/system/files/rapport/20220122%20Wachten%20op%20herstel.%20Hoe%20lang%20nog.pdf
https://www.bbc.co.uk/news/world-us-canada-65616866
https://www.adalovelaceinstitute.org/blog/uk-ai-bill/
https://www.adalovelaceinstitute.org/blog/uk-ai-bill/


Generative AI – an overview: Research Briefing 

19 

accountability when problems occur. A survey published by the Ada Lovelace 
Institute in December 2025 reported that 72% of respondents supported AI 
legislation, increasing from 62% in 2023, and 89% supported an independent AI 
regulator.  

Concerns have been raised that current legislation is inadequate for regulating 
AI agents. As the level of automation in AI agents increases, the scope and 
impact of errors or misuse also increases, which raises questions around 
accountability. Researchers have highlighted that existing regulators will face 
challenges in scaling enforcement to keep up with the destabilising effects of 
increasing AI agent use. 

The UK Government advises that AI agent implementation must comply with 
consumer law. The Competition and Markets Authority (CMA) has published a 
report finding that AI agents could “materially chance how people engage 
with markets and how value is created”. In Estonia, steps have been taken to 
regulate AI agents by assigning each agent a “personal identification code” to 
facilitate tracking agent behaviour and the users behind them. 

Wearable AI has also drawn the attention of regulators. Concerns have been 
raised about AI glasses infringing privacy. Calls have also been made for 
regulation to address the possibility of biases and safety risks in AI as a medical 
device, which includes wearable technologies. 

2. Impacts on jobs and potential job losses: Data suggests that UK hiring is 
falling faster in occupations that are more exposed to AI, and the UK workforce 
faces high AI exposure relative to other advanced economies. Analysis found 
that between 2022 and 2025, job adverts fell by 38% for high AI exposed 
occupations compared to 21% for low exposed roles. Labour market costs 
could fall disproportionately on junior and entry-level workers. In Wales, 
overall unemployment has risen from 3.0% in 2022 to 4.5% in 2025, whilst 
unemployment in people aged 16 to 24 has increased from 7.8% to 15.4%.  

Creative workers have raised concerns and computer programmers and 
software development professionals are likely to be significantly impacted 
by the effectiveness of using generative AI to write code. A UK Department for 
Education report on the impact of AI on UK jobs and training highlights 
impacts of generative AI on professional occupations normally requiring a 
degree, especially those involving clerical work in finance, law and business 
management roles. However, this report also highlighted that Wales is one of 
the UK regions where it is expected that workers will be the least impacted by 
AI overall, as the occupational structure of Wales has a lower level of AI 

https://www.adalovelaceinstitute.org/policy-briefing/great-expectations/
https://www.techpolicy.press/the-eu-ai-act-is-not-ready-for-agents/
https://www.techpolicy.press/the-eu-ai-act-is-not-ready-for-agents/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=6462658&__cf_chl_tk=ptbQzY3yksmUR2GzCuMeqdxxsqfuTwx_gpHkh5hnfj8-1781779527-1.0.1.1-t5ctuuBUsj3A4VNjWD7q2Et_nHFOvec9Tg2wlW7U9nY
https://www.forbes.com/sites/jumpcloud/2026/04/10/the-accountability-gap-whos-responsible-when-ai-agents-fail/
https://www.forbes.com/sites/jumpcloud/2026/04/10/the-accountability-gap-whos-responsible-when-ai-agents-fail/
https://link.springer.com/chapter/10.1007/978-3-032-11814-1_7
https://www.gov.uk/government/publications/complying-with-consumer-law-when-using-ai-agents/complying-with-consumer-law-when-using-ai-agents
https://www.gov.uk/government/publications/complying-with-consumer-law-when-using-ai-agents/complying-with-consumer-law-when-using-ai-agents
https://www.gov.uk/government/publications/agentic-ai-and-consumers/agentic-ai-and-consumers
https://www.gov.uk/government/publications/agentic-ai-and-consumers/agentic-ai-and-consumers
https://abit.ee/en/artificial-intelligence/estonia-ai-agents-identification-code-ai-regulation-digital-identity-kristen-michal-en
https://www.bbc.co.uk/news/articles/c0q33nvj0qpo
https://www.gov.uk/government/publications/the-regulation-of-artificial-intelligence-as-a-medical-device-government-response-to-the-rhc/the-regulation-of-artificial-intelligence-as-a-medical-device-government-response-to-the-regulatory-horizons-council
https://www.gov.uk/government/publications/assessment-of-ai-capabilities-and-the-impact-on-the-uk-labour-market/assessment-of-ai-capabilities-and-the-impact-on-the-uk-labour-market
https://www.gov.uk/government/publications/assessment-of-ai-capabilities-and-the-impact-on-the-uk-labour-market/assessment-of-ai-capabilities-and-the-impact-on-the-uk-labour-market
https://www.mckinsey.com/uk/our-insights/the-mckinsey-uk-blog/ai-uneven-effects-on-uk-jobs-and-talent
https://www.mckinsey.com/uk/our-insights/the-mckinsey-uk-blog/ai-uneven-effects-on-uk-jobs-and-talent
https://hai.stanford.edu/assets/files/ai_index_report_2026.pdf
https://www.gov.wales/labour-market-statistics-annual-population-survey-2022-html#120759
https://www.gov.wales/labour-market-statistics-annual-population-survey-2025
https://www.weforum.org/agenda/2023/05/generative-ai-creative-jobs/
https://assets.kpmg.com/content/dam/kpmgsites/uk/pdf/2023/06/generative-ai-and-the-uk-labour-market.pdf
https://assets.kpmg.com/content/dam/kpmgsites/uk/pdf/2023/06/generative-ai-and-the-uk-labour-market.pdf
https://assets.publishing.service.gov.uk/media/656856b8cc1ec500138eef49/Gov.UK_Impact_of_AI_on_UK_Jobs_and_Training.pdf
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exposure. The Institute for the Future of Work surveyed 1,000 UK firms about 
AI’s impact on jobs, concluding that outcomes are uncertain but urgent action 
is required to avoid aggravating existing regional and demographic 
inequalities.  

In August 2023, Wales TUC, with Kings College London and Connected by Data, 
launched an investigation into worker attitudes on the use of AI across 
sectors. Findings suggested workers worry that AI, and digitalisation in general, 
could worsen the workplace. Concerns included surveillance by 
management, redundancies and lack of consultation with unions and 
scepticism about AI capabilities compared with human skills. A TUC report 
revealed notable increases in worker surveillance and highlighted risk of bias 
and discrimination starting at recruitment. The House of Commons Library’s 
briefing on Artificial intelligence and employment law outlines risks of using 
AI for recruitment, line management and surveillance.   

WPC guidelines recommend that decisions about algorithmic systems should 
put human oversight and interaction first, protect jobs, create jobs and invest in 
the workforce. TUC have guides for unions on AI and the workplace. 

3. Overreliance and lack of AI literacy: Dependence on generative AI can 
increase social isolation, risk of emotional manipulation and impact mental 
health. It can also reduce critical thinking skills and prevent users from 
learning by encouraging excessive cognitive offloading. Studies have found 
that generative AI use can impair cognitive performance, decrease the quality 
of attention and increase the likelihood of memory loss. 

Risks of overreliance are decreased by improving AI literacy. As with any 
technology, concerns predominantly arise not from AI itself but from the ways 
that it is used by people. Many risks related to AI come from 
misunderstandings about the how the technology works and what its 
limitations are. A 2024 survey into automation and AI in the Welsh public 
sector published by the Centre for Digital Public Services (CDPS)  
emphasises the importance of being user centred and problem led, rather than 
seeking out problems to apply AI to. 

4. Loss of control and accountability: As generative AI relies on probability, it 
is difficult to control what outputs are produced and what happens to data 
inputted into models, risking loss of control over data. Data entered into 
generative AI systems might be re-used in training and reproduced 
elsewhere. Difficulties in understanding what happens to data and why certain 
outputs are made can create accountability gaps, which can result in serious 

https://www.ifow.org/publications/adoption-of-ai-in-uk-firms-and-the-consequences-for-jobs
https://research.senedd.wales/research-articles/from-cradle-to-grave-breaking-the-cycle-of-inequality-and-poverty/
https://research.senedd.wales/research-articles/from-cradle-to-grave-breaking-the-cycle-of-inequality-and-poverty/
https://www.tuc.org.uk/blogs/investigating-how-ai-understood-and-impacting-welsh-workers-and-trade-unionists
https://www.tuc.org.uk/blogs/investigating-how-ai-understood-and-impacting-welsh-workers-and-trade-unionists
https://www.tuc.org.uk/blogs/investigating-how-ai-understood-and-impacting-welsh-workers-and-trade-unionists
https://www.tuc.org.uk/blogs/artificial-intelligence-cleverer-you-workers-told
https://www.tuc.org.uk/blogs/investigating-how-ai-understood-and-impacting-welsh-workers-and-trade-unionists
https://www.tuc.org.uk/news/intrusive-worker-surveillance-tech-risks-spiralling-out-control-without-stronger-regulation
https://www.tuc.org.uk/news/tuc-launches-ai-taskforce-it-calls-urgent-new-legislation-safeguard-workers-rights-and-ensure
https://commonslibrary.parliament.uk/research-briefings/cbp-9817/
https://www.gov.wales/managing-technology-manages-people-november-2025-html
https://www.tuc.org.uk/AImanifesto
https://arxiv.org/pdf/2504.03888
https://www.pbs.org/newshour/show/what-to-know-about-ai-psychosis-and-the-effect-of-ai-chatbots-on-mental-health
https://www.sciencedirect.com/science/article/abs/pii/S1054139X26001151
https://www.sciencedirect.com/science/article/abs/pii/S1054139X26001151
https://www.bbc.co.uk/future/article/20260417-ai-chatbots-could-be-making-you-stupider
https://www.cell.com/trends/cognitive-sciences/abstract/S1364-6613(16)30098-5
https://link.springer.com/article/10.1186/s41239-024-00444-7
https://link.springer.com/rwe/10.1007/978-981-97-8440-0_98-1
https://www.nature.com/articles/s44271-026-00402-1#ref-CR11
https://www.nature.com/articles/s44271-026-00402-1#ref-CR11
https://digitalpublicservices.gov.wales/automation-and-artificial-intelligence-discovery-report
https://digitalpublicservices.gov.wales/
https://www.pwc.com/us/en/tech-effect/ai-analytics/generative-ai-policy.html
https://help.openai.com/en/articles/5722486-how-your-data-is-used-to-improve-model-performance
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4720990
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4720990
https://dl.acm.org/doi/10.1145/3442188.3445918
https://www.gov.uk/government/publications/data-ethics-framework/data-and-ai-ethics-framework
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consequences including unaddressed harm to people and services, regulatory 
action and reputational damage. 

AI agents further reduce human control by increasing the level of automation. 
Allowing an agent to make decisions on a user’s behalf narrows the user’s 
choices and can reduce their autonomy. Overreliance on an AI agent can be 
problematic if software updates change an agent’s behaviour, an agent 
starts taking unpredictable actions, or the technology provider removes 
certain functionalities. As agents are delegated more autonomy and operate 
across increasingly disperse technologies and platforms, accountability 
becomes fragmented and concealed. 

5. Commercial dependency: The Alan Turing Institute warned against 
dependency on commercial generative AI, which could result in lack of 
transparency and undefined liability. The Equality and Human Rights 
Commission (EHRC) also stressed that several AI companies do not share 
their technology due to commercial sensitivity. The UK Parliament is 
concerned about the dependence of the UK public sector on a small number 
of US-based providers. 

6. Identification of computer generated outputs: The UK Government 
highlighted that synthetic media generated by AI can be difficult to 
identify as such, and that authentication solutions are unreliable for now. This 
issue was also identified by the Alan Turing Institute. The Institute for 
Government emphasised the issue of ‘deepfakes’ and trust in interactions that 
could lead to government decisions. 

As generative AI outputs are difficult to identify and can be quickly produced at 
scale, it increases the availability, ubiquity and realism of misinformation 
(unintentional spreading of false information) and disinformation (deliberate 
creation and dissemination of false or misleading information). Fake content 
can be used to manipulate narratives, distort historical facts, discount cultural 
nuances, polarise discussions and erode trust in genuine information. 
Generative AI accelerates the spreading of fake information and encourages 
perceptions of consensus through the sheer volume of content. One example 
of this is “political astroturfing” where a political actor uses technologies 
(including generative AI and AI agents) to forge the appearance of real citizen 
behaviour. 

https://www.gov.uk/government/publications/data-ethics-framework/data-and-ai-ethics-framework
https://www.techpolicy.press/when-an-ai-agent-says-i-agree-whos-consenting/
https://www.techpolicy.press/when-an-ai-agent-says-i-agree-whos-consenting/
https://www.ibm.com/docs/en/watsonx/saas?topic=atlas-over-under-reliance-ai-agents
https://www.cio.com/article/4056453/why-versioning-ai-agents-is-the-cios-next-big-challenge.html
https://aws.amazon.com/blogs/publicsector/why-your-ai-agents-give-inconsistent-results-and-how-agent-sops-fix-it/
https://www.microsoft.com/en-us/microsoft-copilot/copilot-101/autonomous-ai-agents?msockid=2f8ee998545b66bb219efea255286749
https://neo4j.com/blog/agentic-ai/agent-tools/
https://www.nature.com/articles/s44387-025-00041-7
https://www.turing.ac.uk/sites/default/files/2023-08/generative_ai_in_education_-_the_alan_turing_institute_0.pdf
https://www.equalityhumanrights.com/ai-safeguards-inadequate-watchdog-warns
https://www.equalityhumanrights.com/ai-safeguards-inadequate-watchdog-warns
https://committees.parliament.uk/committee/135/science-innovation-and-technology-committee/news/214048/mps-warn-that-palantirs-increasing-presence-in-the-uk-public-sector-is-an-unacceptable-point-of-weakness/
https://publications.parliament.uk/pa/cm5902/cmselect/cmsctech/61/report.html
https://assets.publishing.service.gov.uk/media/653932db80884d0013f71b15/generative-ai-safety-security-risks-2025-annex-b.pdf
https://assets.publishing.service.gov.uk/media/653932db80884d0013f71b15/generative-ai-safety-security-risks-2025-annex-b.pdf
https://www.turing.ac.uk/sites/default/files/2023-08/generative_ai_in_education_-_the_alan_turing_institute_0.pdf
https://www.instituteforgovernment.org.uk/explainer/artificial-intelligence-public-services#footnoteref14_gdfbxh4
https://www.instituteforgovernment.org.uk/explainer/artificial-intelligence-public-services#footnoteref14_gdfbxh4
https://dialoguessr.com/index.php/2/article/view/506
https://www.tandfonline.com/doi/pdf/10.1080/1461670X.2021.1979423
https://www.cogitatiopress.com/mediaandcommunication/article/view/9644/4369
https://academic.oup.com/pnasnexus/article/4/7/pgaf207/8209914
https://www.nature.com/articles/s41598-022-08404-9
https://scholarship.law.umn.edu/cgi/viewcontent.cgi?article=1573&context=mjlst
https://www.wired.com/story/ai-powered-disinformation-swarms-are-coming-for-democracy/
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Figure 3: AI-generated image with the prompt ‘Wales’ on Pixlr 

 

7. Cybersecurity and privacy: The UK Government Safety and Security 
Risks of Generative Artificial Intelligence to 2025 Report says that 
generative AI can help automate cyber-attacks and increase digital 
vulnerabilities by: 

(…) corrupting training data (‘data poisoning’), hijacking model 
output (‘prompt injection’), extracting sensitive training data 
(‘model inversion’), misclassifying information (‘perturbation’) 
and targeting computing power.  

https://pixlr.com/
https://assets.publishing.service.gov.uk/media/653932db80884d0013f71b15/generative-ai-safety-security-risks-2025-annex-b.pdf
https://assets.publishing.service.gov.uk/media/653932db80884d0013f71b15/generative-ai-safety-security-risks-2025-annex-b.pdf
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Queries stored online could also make it easier for hackers to access 
potentially sensitive data. AI agents pose additional risks of misuse such as 
data disclosure and increasing the scope of disinformation campaigns. 
Agents threaten privacy and information governance as they continuously 
collect and combine data across contexts that would usually be kept separate, 
and have unpredictable variations in performance across domains.  

Additional privacy, cybersecurity and surveillance threats arise from wearable AI. 
The Information Commissioner’s Office (ICO) contacted AI glasses 
manufacturer Meta in March 2026 regarding a report that found videos of users, 
including in highly personal situations like using the toilet, were reviewed by 
international subcontractors. Women have been non-consensually filmed by 
users of wearable AI. European lawmakers are also concerned about whether 
the technology breaches regulation such as GDPR and have issued warnings 
that wearable AI normalises surveillance and increases risk of abuse.  

8. Copyright and fair use, intellectual property, plagiarism: Generative AI 
draws data from various sources, and summarises or imitates existing 
content often without the permission of owners. Generative AI has been 
found to reproduce exact copies of its training data. The Alan Turing 
Institute highlights issues with plagiarism in the context of education and 
assessments.  

Lawsuits due to copyright issues with training and using generative AI have 
been filed in the UK, for example, Getty vs Stability AI. The Judge ruled that 
there was not an indefensible infringement of copyright in training, developing 
and deploying generative AI, however, there was an infringement on the 
reproduction of Getty trademarks by generative AI.  

Following a consultation from December 2024 to February 2025, the UK 
Government published a report on copyright and artificial intelligence. The 
report recommended no immediate change to copyright law, but recognised 
the need for broader transparency and technical mechanisms to support 
copyright enforcement. 

9. Exploitation and human costs: In the generative AI development process, 
there are risks of exploiting workers. Models are often checked through a 
process known as Reinforcement Learning from Human Feedback (RLHF), 
which involves human reviewers. University College London reported that 
RLHF reviewers for OpenAI’s ChatGPT tool were mostly from the global south 
and paid low incomes (e.g. less than $3 per hour in Kenya). Reviewers had to 
work with toxic content that had detrimental effects on their wellbeing.    

https://www.ncsc.gov.uk/blog-post/chatgpt-and-large-language-models-whats-the-risk
https://www.ncsc.gov.uk/blog-post/chatgpt-and-large-language-models-whats-the-risk
https://storage.googleapis.com/gweb-research2023-media/pubtools/1018686.pdf
https://viterbischool.usc.edu/news/2026/03/usc-study-finds-ai-agents-can-autonomously-coordinate-propaganda-campaigns-without-human-direction/
https://www.techpolicy.press/the-eu-ai-act-is-not-ready-for-agents/
https://www.bbc.co.uk/news/articles/c0q33nvj0qpo
https://www.bbc.co.uk/news/articles/cx23ke7rm7go
https://www.europarl.europa.eu/doceo/document/P-10-2026-000903_EN.html
https://www.cnil.fr/fr/lunettes-connectees-appel-a-la-vigilance
https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
https://www.usenix.org/conference/usenixsecurity23/presentation/carlini
https://www.turing.ac.uk/sites/default/files/2023-08/generative_ai_in_education_-_the_alan_turing_institute_0.pdf
https://www.sidley.com/en/insights/newsupdates/2025/11/uk-first-copyright-vs-ai-decision-key-takeaways-on-a-win-for-the-ai-industry
https://www.gov.uk/government/consultations/copyright-and-artificial-intelligence
https://www.gov.uk/government/publications/report-and-impact-assessment-on-copyright-and-artificial-intelligence/report-on-copyright-and-artificial-intelligence
https://www.gov.uk/government/publications/report-and-impact-assessment-on-copyright-and-artificial-intelligence/report-on-copyright-and-artificial-intelligence
https://www.youtube.com/watch?v=GNvklSlGSfY&t=3s
https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
https://www.ucl.ac.uk/teaching-learning/generative-ai-hub/introduction-generative-ai
https://data-workers.org/wp-content/uploads/2025/06/Accessible-PDF-PROPOSAL-FOR-MENTAL-HEALTH-CARE-FOR-DATA-WORKERS-1.pdf
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10. Environmental impact: Training and using generative AI, especially large-
scale models, is energy intensive, relying on electricity generation and water 
consumption. Whilst reports from 2026 suggest significant efficiency gains are 
being made in hardware and software used for AI, improvements are 
outweighed by rapid increases in model size and popular use. Training large-
scale AI technologies often requires weeks of computation with high levels of 
emissions. For example, emissions from training the Grok 4 model reached an 
estimated 72,816 tons of CO2 equivalent. This is magnitudes more than 
lifetime emissions of an average petrol car of 54.1 tons. 

Power consumed each time a generative AI model is used varies depending on 
the model and task. Simple text queries now typically consume less electricity 
than running a television over the same period of time, but are still about 40% 
more expensive than a Google search. Queries that use images, documents, 
videos, audio, or tasks involving AI agents, can consume hundreds or 
thousands of times more energy per query than simple text generation.  

In addition to electricity, water use associated with AI happens directly, 
through liquid cooling in AI data centres, and indirectly, through electricity 
generation or supply chain manufacturing. 2026 estimates of annual 
cumulative water consumption from users interacting with OpenAI’s GPT-4o 
model range between 1.3 to 1.6 million kilolitres which, at the upper end, 
exceeds the average annual drinking water needs of 1.2 million people. 

11. Equality: The EHRC highlighted that most local authorities do not appear 
to have built equality considerations into their procurement processes, and that 
some do not recognise that they are using generative AI or do not 
communicate it. The EHRC emphasised that there is confusion between ethics 
and equality and cited the Data Protection Impact Assessment (DPIA) as an 
example of this confusion. A DPIA is a process to help identify and minimise 
data protection risks in a project. It is compulsory for any processing “likely to 
result in a high risk to individuals” and is considered best practice for any 
project handling personal data.  

The EHRC said that local authorities often believe they addressed equality 
issues with a DPIA, but it was often not the case and more was needed. The 
EHRC also said that the AI White Paper published by the UK Government 
(more details in part 3) did not emphasise the equality and human rights 
framework enough. The Alan Turing Institute also warns against a potential 
widening of the digital divide and breach of children’s rights (e.g. commercial 
exploitation). Estyn raised concerns that there is a risk of AI exacerbating a 

https://hai.stanford.edu/assets/files/ai_index_report_2026.pdf
https://ieeexplore.ieee.org/abstract/document/10903774
https://hai.stanford.edu/assets/files/ai_index_report_2026.pdf
https://www.iea.org/data-and-statistics/data-tools/ev-life-cycle-assessment-calculator
https://www.iea.org/reports/key-questions-on-energy-and-ai
https://hai.stanford.edu/assets/files/ai_index_report_2026.pdf
https://hai.stanford.edu/assets/files/ai_index_report_2026.pdf
https://iea.blob.core.windows.net/assets/3179f7f8-01f6-4dd6-bffa-c9f7b73f1dc9/KeyQuestionsonEnergyandAI.pdf
https://iea.blob.core.windows.net/assets/3179f7f8-01f6-4dd6-bffa-c9f7b73f1dc9/KeyQuestionsonEnergyandAI.pdf
https://www.nature.com/articles/s41545-021-00101-w
https://hai.stanford.edu/assets/files/ai_index_report_2026.pdf
https://www.equalityhumanrights.com/ai-safeguards-inadequate-watchdog-warns
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/guide-to-accountability-and-governance/accountability-and-governance/data-protection-impact-assessments/
https://www.gov.uk/government/publications/ai-regulation-a-pro-innovation-approach
https://www.turing.ac.uk/sites/default/files/2023-08/generative_ai_in_education_-_the_alan_turing_institute_0.pdf
https://estyn.gov.wales/improvement-resources/new-era-how-artificial-intelligence-ai-is-supporting-teaching-and-learning/
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digital divide in Welsh schools as pupils who can afford paid-for AI tools may 
gain advantages that others cannot.  

The AI Plan for Wales emphasises equitable delivery and ensuring that AI 
benefits all of Wales, developing Welsh public services aligned with the 
Strategic Equality and Human Rights Plan 2025-2029, the Anti-Racist 
Wales Action Plan, the LGBTQ+ Action Plan for Wales and the Disabled 
People’s Rights Plan for Wales. In 2025 the Welsh Government received 
more than £440k of funding from the UK Government’s Digital Inclusion 
Innovation Fund to support work on the concept of a minimum digital living 
standard (MDLS). The MDLS covers minimum requirements for digital 
inclusion such as access to devices, connectivity and basic digital skills.  

12. Safety: The UK Government Safety and Security Risks of Generative 
Artificial Intelligence to 2025 Report states: 

Generative AI can be used to assemble knowledge on physical 
attacks by non-state violent actors, including for chemical, 
biological and radiological weapons. 

The report says that safeguards are not always effective, and that generative AI 
will help accelerate the removal of current barriers such as access to 
components or tacit knowledge. Other safety concerns include misusing AI to 
produce inappropriate or toxic material, phishing, or social engineering 
through highly personalised but fake content which is difficult to detect. 

13. Fast-evolving technologies: The Alan Turing Institute emphasises that 
generative AI is evolving at an ‘extremely fast-moving’ pace, meaning that new 
risks can emerge rapidly. 

https://www.gov.wales/ai-plan-for-wales-html
https://www.gov.wales/strategic-equality-and-human-rights-plan-2025-2029-html
https://www.gov.wales/anti-racist-wales-action-plan-2024-update-html
https://www.gov.wales/anti-racist-wales-action-plan-2024-update-html
https://www.gov.wales/lgbtq-action-plan-wales
https://www.gov.wales/disabled-peoples-rights-plan-2025-2035-html
https://www.gov.wales/disabled-peoples-rights-plan-2025-2035-html
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.wales/towards-welsh-minimum-digital-living-standard-final-report-summary-html
https://www.gov.wales/towards-welsh-minimum-digital-living-standard-final-report-summary-html
https://assets.publishing.service.gov.uk/media/653932db80884d0013f71b15/generative-ai-safety-security-risks-2025-annex-b.pdf
https://assets.publishing.service.gov.uk/media/653932db80884d0013f71b15/generative-ai-safety-security-risks-2025-annex-b.pdf
https://arxiv.org/pdf/2004.07213
https://www.ncsc.gov.uk/collection/phishing-scams
https://www.ibm.com/think/insights/generative-ai-social-engineering
https://link.springer.com/article/10.1007/s10462-024-10973-2
https://www.turing.ac.uk/sites/default/files/2023-08/generative_ai_in_education_-_the_alan_turing_institute_0.pdf
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Figure 4: Summary of the risks of generative AI 

 

Existing guidance to mitigate risks for ethical and safe use  

Various non-statutory guidance exists to mitigate the risks of generative AI 
listed above. Guidance relevant for the public sector in Wales are:  

▪ The UK Government Digital Service (GDS) Algorithmic Transparency 
Recording Standard (ATRS) (January 2023): helps public sector 
organisations provide clear information about how and why they are 
using algorithmic tools. This is useful in case of audits where 
technology, including AI, is used to structure talks with unions about 
buying or building new systems; 

https://www.gov.uk/government/collections/algorithmic-transparency-recording-standard-hub
https://www.gov.uk/government/collections/algorithmic-transparency-recording-standard-hub
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▪ The National Cyber Security Centre (NCSC) Guidelines for secure AI 
system development (November 2023);  

▪ The Inter-Parliamentary Union (IPU) Guidelines for AI in Parliaments 
which follow the IPU resolution on the impact of AI on democracy, 
human rights and the rule of law (October 2024); 

▪ The Organisation for Economic Co-operation and Development 
(OECD) G7 Toolkit for Artificial Intelligence in the Public Sector 
(October 2024); 

▪ The ICO’s UK GDPR guidance on Artificial intelligence (2025): it 
focuses especially on data protection and explaining decisions made 
using AI; 

▪ DSIT’s AI Cyber Security Code of Practice (January 2025); 

▪ The AI Playbook for the UK Government (February 2025) and AI 
resources for the public sector (updated June 2025) published by 
the GDS; and 

▪ The WPC’s ethical guidance to using algorithmic management 
systems in the Welsh public sector (2025): it covers all types of AI 
and algorithmic systems. 

https://www.ncsc.gov.uk/collection/guidelines-secure-ai-system-development
https://www.ncsc.gov.uk/collection/guidelines-secure-ai-system-development
https://www.ipu.org/ai-guidelines
https://www.ipu.org/file/20061/download
https://www.ipu.org/file/20061/download
https://www.oecd.org/en/publications/g7-toolkit-for-artificial-intelligence-in-the-public-sector_421c1244-en.html
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/
https://www.gov.uk/government/publications/ai-cyber-security-code-of-practice
https://www.gov.uk/government/publications/ai-playbook-for-the-uk-government
https://www.gov.uk/government/collections/artificial-intelligence-resources-for-the-public-sector
https://www.gov.uk/government/collections/artificial-intelligence-resources-for-the-public-sector
https://www.gov.wales/managing-technology-manages-people-november-2025-html
https://www.gov.wales/managing-technology-manages-people-november-2025-html
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3. What is the current regulation of 

generative AI in Wales and other 

countries? 

This section examines AI policy and legislation in Wales, 

relevant policy in the UK and other international 

approaches.  

Regulations and competency in Wales 

Welsh Government AI policy 

In the 2025 AI Plan for Wales, the previous Welsh Government emphasises 
that opportunities presented by AI, such as driving economic growth and 
enhancing public services in both Welsh and English, must be matched by a 
commitment to responsible use. It proposes a four pillar framework – Economic 
Growth, Educating Wales, Equitable Delivery, Excellence & Trust – grounded in 
values of social partnership, collaborative decision-making, fairness, 
transparency, equality and equity. First Minister Rhun ap Iorwerth MS has said 
that the current Welsh Government is “supporting the safe and responsible 
adoption of artificial intelligence in the health service”. 

As part of the AI Plan for Wales, the Welsh Government established an Office 
for AI and Strategic AI Advisory Group. The Office for AI facilitates informed 
policymaking, internal capability and collaboration with stakeholders across 
Wales. The Strategic AI Advisory Group provides expert advice on AI adoption 
across Welsh public services. The Digital Service Standards for Wales and the 
Digital and Data Standards Board for Wales define what good digital public 
services look like. The AI Commission for Health and Social Care inform the 
safe and responsible use of AI in health and social care. 

The previous Welsh Government’s Digital Strategy for Wales, published in 
March 2021, highlights the importance of using AI “ethically and with integrity” 
to “ensure data ethics, transparency and trust”, and the importance it has for 
Wales’s economy. Building on this, the 2025 Digital inclusion strategy 
introduced the notion of a minimum digital living standard. 

https://www.gov.wales/ai-plan-for-wales-html
https://record.senedd.wales/Plenary/16074?lang=en-GB#C763550
https://record.senedd.wales/Plenary/16074?lang=en-GB#C763550
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.wales/written-statement-artificial-intelligence-and-digital-transformation-welsh-public-services
https://www.gov.wales/digital-service-standard
https://digitalpublicservices.gov.wales/guidance-and-standards/recommended-standards/digital-and-data-standards-board-wales
https://www.gov.wales/ai-commission-health-and-social-care
https://www.gov.wales/digital-strategy-wales-html
https://www.gov.wales/digital-inclusion-overview#184024
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The Socio-Economic Duty came into force in Wales in March 2021. The 
statutory duty requires certain Welsh public bodies to consider how their 
strategic decisions can reduce inequalities caused by socio-economic 
disadvantage. Public bodies therefore need to consider whether the use of 
generative AI increases or reduces socio-economic inequalities. These 
considerations are also reflected in the WPC guidance to ensure socially 
responsible procurement and implementation of AI in line with the Social 
Partnership and Public Procurement Act 2023. The guidance also 
recommends that AI and algorithmic use in the public sector workplaces 
should prioritise: human oversight and interaction in decisions about 
algorithmic systems; fair work, which includes equality; building capability 
regarding technology use; and a commitment to protecting, creating and 
investing in the workforce. 

Existing legislation for Wales 

There is currently no specific holistic approach to legislating generative AI 
(and AI in general) in Wales in terms of development, deployment or use. In the 
UK, AI is regulated in the context it is used through existing regulatory 
frameworks, for example, in financial services, copyright and healthcare. 

Existing legislation that could be used to address misuse of generative AI in 
Wales include: 

▪ The Equality Act 2010, which protects people against discrimination 
and supports equal employment opportunities; 

▪ The Well-being of Future Generations Act (Wales) 2015 which 
requires decisions on AI adoption to consider impacts on future 
generations, and balance social, economic, environmental and cultural 
well-being; 

▪ The Data Protection Act 2018 and UK General Data Protection 
Regulation (UK GDPR) which controls data protection;  

▪ The Network and Information Systems (NIS) Regulations 2018, to 
which the Cyber Security and Resilience Bill was added in 
November 2025 to bolster cybersecurity defences for essential and 
digital services;  

https://www.gov.wales/socio-economic-duty-overview
https://www.gov.wales/managing-technology-manages-people-november-2025-html
https://www.gov.wales/social-partnership-and-public-procurement-wales-act
https://www.gov.wales/social-partnership-and-public-procurement-wales-act
https://www.adalovelaceinstitute.org/report/regulating-ai-in-the-uk/
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
https://lordslibrary.parliament.uk/ai-regulation-in-the-uk-debate-on-the-need-for-cross-sector-legislation/#ref-34
https://lordslibrary.parliament.uk/ai-regulation-in-the-uk-debate-on-the-need-for-cross-sector-legislation/#ref-34
https://www.fca.org.uk/firms/innovation/ai-approach
https://www.gov.uk/government/publications/report-and-impact-assessment-on-copyright-and-artificial-intelligence
https://www.gov.uk/government/publications/national-commission-into-the-regulation-of-ai-in-healthcare-research-engagement-and-call-for-evidence-findings
https://www.legislation.gov.uk/ukpga/2010/15/contents
https://www.legislation.gov.uk/anaw/2015/2/contents
https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://www.legislation.gov.uk/eur/2016/679/contents
https://www.legislation.gov.uk/eur/2016/679/contents
https://www.gov.uk/data-protection
https://www.gov.uk/government/collections/nis-directive-and-nis-regulations-2018
https://www.gov.uk/government/collections/cyber-security-and-resilience-bill
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▪ The Social Partnership and Public Procurement Act (Wales) 2023 
which covers socially responsible public service delivery and well-
being, including the procurement and implementation of AI, in Wales; 

▪ The Online Safety Act 2023, which empowers Ofcom to regulate 
online services and includes criminalisation of the non-consensual 
sharing of explicit deepfakes since January 2025; 

▪ The Digital Markets, Competition and Consumers Act 2024, which 
protects consumer rights, including making sure that marketing 
materials are clear and provide accurate information. The UK 
Government recommends that use of AI agents needs to comply 
with consumer law; 

▪ The Cyber Security and Resilience Bill which was added in 
November 2025 to the existing Network and Information Systems 
(NIS) Regulations 2018, proposes new laws to make essential and 
digital services more secure in the face of cyber criminals and 
disruptive state actors;  

▪ The Data (Use and Access) Act 2025, under which creating or 
requesting AI-generated intimate images without consent is an 
offence from February 2026; 

▪ The Crime and Policing Act 2026 which combats illegal content 
related to AI chatbots; and 

▪ The Children’s Wellbeing and Schools Act 2026 which implements 
the results of the UK Government’s consultation on children’s lives 
online 

Judicial review is a way to challenge the lawfulness of decisions or actions 
made by public bodies. If the use of generative AI by a public body results in 
that public body acting unlawfully, judicial review could be used to hold them 
to account.  

https://www.legislation.gov.uk/asc/2023/1/contents
https://www.legislation.gov.uk/ukpga/2023/50/pdfs/ukpga_20230050_en.pdf
https://www.ofcom.org.uk/
https://www.gov.uk/government/news/government-crackdown-on-explicit-deepfakes
https://www.gov.uk/government/news/government-crackdown-on-explicit-deepfakes
https://www.legislation.gov.uk/ukpga/2024/13
https://www.gov.uk/government/publications/complying-with-consumer-law-when-using-ai-agents/complying-with-consumer-law-when-using-ai-agents
https://www.gov.uk/government/publications/complying-with-consumer-law-when-using-ai-agents/complying-with-consumer-law-when-using-ai-agents
https://www.gov.uk/government/collections/cyber-security-and-resilience-bill
https://www.gov.uk/government/collections/nis-directive-and-nis-regulations-2018
https://www.gov.uk/government/collections/nis-directive-and-nis-regulations-2018
https://www.legislation.gov.uk/ukpga/2025/18/section/138
https://www.gov.uk/government/news/government-leads-global-fight-against-deepfake-threats
https://www.gov.uk/government/news/government-leads-global-fight-against-deepfake-threats
https://www.legislation.gov.uk/ukpga/2026/20/contents/enacted
https://www.legislation.gov.uk/ukpga/2026/21/contents
https://assets.publishing.service.gov.uk/media/69a494a6286b6fdc85daeb1c/growing_up_in_the_online_world-national-conversation.pdf
https://www.instituteforgovernment.org.uk/explainer/judicial-review
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Figure 5: A judicial review requires an application to the High Court of 
Justice, based in London  

 

The Public Sector Equality Duty (PSED) is a legal obligation which requires 
public bodies to have due regard to the need to eliminate discrimination; 
advance equality of opportunity; and foster good relations between those with a 
protected characteristic and those who do not share it. Wales specific duties 
include carrying out steps to meet the above general equality duty and aid 
transparency; engage groups with protected characteristics; include equality 
requirements in procurement exercises; publish equality objectives; and assess 
equality impact.  

Technical guidance on the PSED for Wales has been produced by the EHRC. 
The EHRC also has powers to conduct a ‘Section 31 assessment’, when it 
suspects an organisation is not compliant with the PSED, requiring evidence of 
their actions towards the PSED. If the EHRC finds the evidence to be non-
satisfactory, it can request that the organisation enter into a ‘Section 23 
agreement’ which requires actions (e.g. providing actions plan by a certain 
date, delivering learning material, publishing analyses, reviewing processes, 
engaging with specific stakeholders) to be taken. The EHRC also has 
investigation and enquiry powers around large themes (for example, it could be 
the use of AI in public bodies in Wales) or specific organisations. 

https://www.gov.uk/government/publications/public-sector-equality-duty-guidance-for-public-authorities/public-sector-equality-duty-guidance-for-public-authorities
https://www.equalityhumanrights.com/guidance/public-sector/public-sector-equality-duty/public-sector-equality-duty-specific-duties
https://www.equalityhumanrights.com/guidance/public-sector-equality-duty/technical-guidance-public-sector-equality-duty-wales
https://www.equalityhumanrights.com/our-work/our-legal-work/our-legal-powers/our-litigation-and-enforcement-policy/our-enforcement-powers
https://www.equalityhumanrights.com/sites/default/files/2021/assessment-public-sector-equality-duty-assessment-of-hostile-environment-policies.pdf
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Competency for further legislation in Wales 

Data protection, as well as intellectual property and internet services, are 
reserved matters, meaning that the Welsh Government and the Senedd 
cannot make law in these areas. 

However, the wider governance of data protection regulations does not 
always involve a straightforward distinction between ‘reserved’ and 
‘devolved’. Protection of personal information is reserved to UK Parliament, but 
there is limited scope for the Senedd to make law relating to equal 
opportunities. Some aspects of data management are devolved (e.g. 
‘information governance’ in healthcare), some responsibility can be shared by 
UK-wide and devolved regulators (e.g. equalities laws in Scotland), and former 
EU law that was applied UK-wide prior to Brexit has sometimes become the 
responsibility of devolved nations. Roberts et al. pointed out that:  

(…) each of the devolved nations has different data strategies in place 
and different rules governing, for example, access to data for 
secondary purposes including the development of AI. 

Since AI, and especially generative AI with general purpose applications, could 
be used in a variety of reserved (e.g. data protection) and devolved (e.g. 
healthcare, education) areas, it is not clear what devolved competence would 
look like for specific generative AI (and AI) legislation. Roberts et al. say it could 
lead to internal tensions due to devolved nations wanting to introduce AI 
legislation and the UK Parliament challenging it on the grounds that it relates 
to reserved matters or, conversely, due to the UK Parliament breaking the Sewel 
Convention by legislating on AI in areas that are within the competence of the 
Senedd without the Senedd’s consent: 

 The ambiguity surrounding how reserved and devolved powers 

relate to AI creates a real risk of regulatory divergence, which could 
lead to ineffective protections for citizens on the one hand, and a 
confusing regulatory environment for companies on the other, 
undermining a central aim of the UK’s overarching approach. 

They highlighted that there are already some contradictions between the 
‘pro-innovation’ strategy chosen by the UK Government and Scotland’s 
‘ethical digital nation’ plan in their AI Strategy, published six months before 
the UK strategy.  

https://www.legislation.gov.uk/ukpga/2006/32/contents
https://www.legislation.gov.uk/ukpga/2006/32/contents
https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance
https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance
https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance
https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance
https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance
https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance
https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance#footnote5_97a5tts
https://www.gov.uk/government/publications/establishing-a-pro-innovation-approach-to-regulating-ai/establishing-a-pro-innovation-approach-to-regulating-ai-policy-statement
https://www.gov.scot/publications/building-trust-digital-era-achieving-scotlands-aspirations-ethical-digital-nation/pages/2/
https://www.scotlandaistrategy.com/
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Roberts et al. also highlighted that the AI White Paper published by the UK 
Government does not address the ambiguity surrounding reserved and 
devolved powers for AI and the potential coordination problems that may result 
from it (see below for more details).  

UK policy and legislation  

AI-specific strategy 

The UK Government has said that “most AI systems should be regulated at 
the point of use”. AI is overseen by existing regulators covering specific 
sectors, such as Ofcom (the UK’s communications regulator), Ofgem (Great 
Britain’s energy regulator) and the ICO (the UK’s independent body for 
upholding information rights). Responsibility for AI policy and strategy was 
assigned to the Minister of State (Minister for Artificial Intelligence) 
Kanishka Narayan MP in July 2026, jointly in the Cabinet Office and the 
Department for Business, Innovation, Science and Trade. The House of 
Commons Library briefing “AI regulation in the UK”, published in June 2026, 
highlights how UK Government AI-related policies are mostly focused on 
boosting the AI sector to help drive growth and productivity across the UK 
economy, and comprehensively outlines how the UK’s approach to regulating 
AI has evolved.  

UK Government policy that is relevant to Wales includes: 

• The AI regulation white paper published in March 2023, which is based 
on the ‘pro-innovation’ approach described in the 2022 AI Action Plan 
policy paper accompanying the 2021 National AI Strategy. The white 
paper sets out the UK Government’s proposal for regulating AI but does 
not include a plan to bring specific new regulations or regulatory bodies. 
The consultation for this white paper was carried out from March until 
June 2023 and the UK Government published its response in February 
2024. This response highlighted support from stakeholders and 
emphasised that regulators were already taking action to follow the 
proposed framework; 

• Commitments made in response to the AI Opportunities Action Plan 
published by DSIT in January 2025, promising to develop AI infrastructure, 
create AIGZs, introduce an AI Energy Council and National Data 
Library, develop AI skills and talent, and set out an approach for AI 

https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance#footnote5_97a5tts
https://committees.parliament.uk/publications/47415/documents/245796/default/
https://committees.parliament.uk/publications/47415/documents/245796/default/
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
https://www.ofcom.org.uk/
https://www.ofgem.gov.uk/
https://ico.org.uk/
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fgovernment%2Fministers%2Fminister-of-state-minister-for-artificial-intelligence&data=05%7C02%7CHelen.Jones%40senedd.wales%7Cc74344f1c6044e9bf52808df034c3493%7C38dc5129340c45148a044e8ef2771564%7C0%7C0%7C639233298021663137%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=dfT1bTuxmo8NzrCSNrvX8dRwvmEolw5d66qz1YrvXJs%3D&reserved=0
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
https://www.gov.uk/government/publications/ai-regulation-a-pro-innovation-approach
https://www.gov.uk/government/publications/national-ai-strategy-ai-action-plan/national-ai-strategy-ai-action-plan
https://www.gov.uk/government/publications/national-ai-strategy
https://assets.publishing.service.gov.uk/media/65c1e399c43191000d1a45f4/a-pro-innovation-approach-to-ai-regulation-amended-governement-response-web-ready.pdf
https://www.gov.uk/government/publications/ai-opportunities-action-plan-government-response/ai-opportunities-action-plan-government-response
https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan
https://www.gov.uk/government/collections/ai-growth-zones
https://www.gov.uk/government/groups/ai-energy-council
https://www.gov.uk/government/publications/national-data-library/national-data-library
https://www.gov.uk/government/publications/national-data-library/national-data-library
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regulation. Two AIGZs are in Wales: one in North Wales and one in South 
Wales; and 

• A commitment to ban social media for under-16s from spring 2027. A 
House of Commons Library briefing on “Proposals to ban social media 
for children” published in June 2026 discusses whether this will include 
AI services like AI chatbots. First Minister Rhun ap Iorwerth MS has said 
that action “needs to be taken” regarding under 16s use of social media. 

The EHRC highlights that, with the pro-innovation cross-sectoral approach 
chosen by the UK Government, it might be challenging for regulators to have 
resources for these new responsibilities and for people to find redress due to the 
variety of regulators involved. Guidance for implementing the UK’s non-
statutory principles was published by DSIT in February 2024.  

Figure 6: Illustration of the UK Government strategy for regulating AI 

 

(Source: UK Government)  

Implications of UK AI policy for Wales 

The AI white paper explicitly states that it applies to the whole of the UK as AI 
impacts a wide range of sectors and policy areas, some of which are reserved 

https://www.gov.uk/government/news/ai-growth-zones-to-create-thousands-of-jobs-and-unlock-up-to-100-billion-in-investment-as-new-site-confirmed-for-north-wales
https://www.gov.uk/government/news/ai-to-power-national-renewal-as-government-announces-billions-of-additional-investment-and-new-plans-to-boost-uk-businesses-jobs-and-innovation
https://www.gov.uk/government/news/ai-to-power-national-renewal-as-government-announces-billions-of-additional-investment-and-new-plans-to-boost-uk-businesses-jobs-and-innovation
https://www.gov.uk/government/publications/fact-sheet-new-rules-to-protect-children-online/fact-sheet-new-rules-to-protect-children-online
https://commonslibrary.parliament.uk/research-briefings/cbp-10468/
https://commonslibrary.parliament.uk/research-briefings/cbp-10468/
https://www.walesonline.co.uk/news/wales-news/mobile-phones-not-banned-welsh-34014746
https://www.equalityhumanrights.com/news/news/update-our-approach-regulating-artificial-intelligence
https://assets.publishing.service.gov.uk/media/65c0b6bd63a23d0013c821a0/implementing_the_uk_ai_regulatory_principles_guidance_for_regulators.pdf
https://www.gov.uk/government/publications/ai-regulation-a-pro-innovation-approach/white-paper
https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance#footnote5_97a5tts
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and others devolved. It goes on to explain how the devolved administrations will 
be involved in the regulation of AI. 

Roberts et al. highlighted that, while the white paper promotes flexibility in the 
fast-paced AI environment and acknowledges coordination challenges, it fails to 
address potential tensions, as well as capacity and funding challenges, with 
devolved governments. According to them, it also does not provide “any 
concrete next steps or timelines” for the UK Government to support devolved 
regulators. Roberts et al. suggested establishing an Interministerial Group on 
Digital Governance. 

In June 2025, the UK Government opened applications for AIGZs to accelerate 
building infrastructure needed for AI growth through unlocking investment, 
improving access to power and providing planning support. It was announced 
in November 2025 that Wales would host one AIGZ in North Wales and one 
in South Wales. Infrastructure that will be built in AIGZ includes AI data 
centres, which house the computing equipment that is needed to train and 
use AI technologies. 

Locations for AIGZs have been selected as places where common barriers to 
data centre development, including lengthy planning procedures and delays 
getting access to power, can be best addressed. Energy is a reserved power and 
developments in AIGZs will be given priority access to capacity on the energy 
grid. Reforms have been made to planning policy in the UK to explicitly 
incorporate data centres, however, planning is a devolved power and planning 
policy in Wales does not currently mention data centres. 

EU policy 

In April 2021, the European Commission proposed a legal framework on AI. 
This framework is based on different rules depending on risk levels: 
unacceptable risk, high risk, limited risk and minimal risk. The objective of the AI 
Regulation, known as the AI Act, is to make sure that: 

(…) AI systems used in the EU are safe, transparent, traceable, 
non-discriminatory and environmentally friendly.  

In June 2023, the European Parliament adopted its negotiating position on 
the AI Act with 499 votes in favour, 28 against and 93 abstentions. The 
European Parliament Research Service (EPRS) published a briefing in 
March 2024, stating that: 

https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance#footnote5_97a5tts
https://www.gov.uk/government/publications/ai-growth-zones/ai-growth-zones-open-for-applications
https://aigrowthzones.wales/
https://aigrowthzones.wales/
https://post.parliament.uk/research-briefings/post-pn-0762/
https://post.parliament.uk/research-briefings/post-pn-0762/
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
https://commonslibrary.parliament.uk/research-briefings/cbp-10315/
https://www.gov.uk/government/publications/delivering-ai-growth-zones/delivering-ai-growth-zones
https://commonslibrary.parliament.uk/research-briefings/cbp-10315/
https://commonslibrary.parliament.uk/research-briefings/cbp-10315/
https://commonslibrary.parliament.uk/research-briefings/cbp-10315/
https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-laying-down-harmonised-rules-artificial-intelligence
https://www.europarl.europa.eu/news/en/headlines/society/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence
https://www.europarl.europa.eu/news/en/press-room/20230609IPR96212/meps-ready-to-negotiate-first-ever-rules-for-safe-and-transparent-ai
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021PC0206
https://www.europarl.europa.eu/at-your-service/en/stay-informed/research-and-analysis
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/698792/EPRS_BRI(2021)698792_EN.pdf
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 European Union lawmakers reached a political agreement on 
the draft artificial intelligence (AI) act in December 2023.  

The final text was endorsed in February 2024, with 71 votes in favour, 8 votes 
against and 7 abstentions. On 21 May 2024 the European Council formally 
adopted the EU AI Act. 

In terms of specific regulations applying to generative AI, the AI Act includes: 

▪ The ban of “harmful AI practices that are considered to be a clear 
threat to people's safety, livelihoods and rights, because of the 
'unacceptable risk' they create”, which include “AI systems that deploy 
harmful manipulative 'subliminal techniques'; AI systems that exploit 
specific vulnerable groups (physical or mental disability); AI systems 
used by public authorities, or on their behalf, for social scoring 
purposes; 'Real-time' remote biometric identification systems in 
publicly accessible spaces for law enforcement purposes, except in a 
limited number of cases”; 

▪ Requirements on “risk management, testing, technical robustness, 
data training and data governance, transparency, human oversight 
and cybersecurity” for “high-risks AI systems” (e.g. systems used as 
safety components and in specific areas such as law enforcement); 

▪ Transparency requirements for AI systems presenting “limited risk” 
(e.g. systems interacting with humans such as chatbots and 
deepfakes); and  

▪ No legal obligations for AI systems with “low or minimal risk”.  

The Act also proposes to task national supervisory authorities with supervising 
and implementing the regulations, national market surveillance authorities 
with assessing compliance,  and a new European Artificial Intelligence Board 
with overviewing the regulations at EU level. The EU released a voluntary 
General-Purpose AI Code of Practice in July 2025 to help industry comply 
with the AI Act. Additional details about European policy can be found in the 
House of Commons Library briefing “AI Regulation in the UK”. 

https://artificialintelligenceact.eu/ai-act-explorer/
https://www.consilium.europa.eu/en/press/press-releases/2024/05/21/artificial-intelligence-ai-act-council-gives-final-green-light-to-the-first-worldwide-rules-on-ai/
https://www.consilium.europa.eu/en/press/press-releases/2024/05/21/artificial-intelligence-ai-act-council-gives-final-green-light-to-the-first-worldwide-rules-on-ai/
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/698792/EPRS_BRI(2021)698792_EN.pdf
https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai
https://commonslibrary.parliament.uk/research-briefings/cbp-10003/
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Figure 7: Thierry Breton, Commissioner for Internal Market of the EU, 
Plenary Session - AI Act, European Parliament in Strasbourg, 13 June 2023 

 

(Source: European Parliament) 

The EPRS briefing emphasises regulatory divergences that arose and issues 
that were raised regarding the EU AI Act, including: 

▪ The most adapted way to define general-purpose AI and AI systems; 

▪ The potential ineffectiveness of the AI Act since the categorisation of 
the risk relies on self-assessment; 

▪ The need to include more types of AI systems in the ban to avoid the 
use of any manipulative system (e.g. deepfakes) and the need for a 
procedure to add technologies in the ban; 

▪ The need for a more detailed classification of risks;  

▪ The lack of mechanisms available to users for complaints or judicial 
redress;  

▪ The incomplete alignment of the AI Act with existing sectoral 
regulations, posing a challenge for implementation; and 

https://multimedia.europarl.europa.eu/en/photo/ep-plenary-session-artificial-intelligence-act_20230613_EP-151924D_CUG_AHA_022
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/698792/EPRS_BRI(2021)698792_EN.pdf
https://arxiv.org/ftp/arxiv/papers/2306/2306.02889.pdf
https://arxiv.org/ftp/arxiv/papers/2107/2107.03721.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3899991
https://www.mdpi.com/2571-8800/4/4/43
https://arxiv.org/ftp/arxiv/papers/2107/2107.03721.pdf
https://www.europeannewschool.eu/images/chairs/hacker/Comments%20on%20the%20AI%20Act.pdf
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▪ Questions around the specific rules for military AI applications. 

The AI Act could have influence on policy adopted by other governments or 
companies, including in the UK, through the “Brussels Effect”. This describes the 
phenomenon whereby the capacity and market size of the EU influences 
companies to follow its standards and in turn, companies pressure other 
governments to align to the EU rules. This is what happened with the General 
Data Protection Regulation (GDPR).  

In September 2022, the EU Commission also proposed an AI Liability Directive 
(AILD) and a revision of the Product Liability Direct (PLD). Critics however 
highlighted that improvements are needed to provide harmonised regulation, 
include sustainability considerations and better define AI liability.  

Other countries  

There are more than 1,000 AI policy initiatives across 72 countries around 
the world.  

National AI strategies were expanding fastest in 2026 among countries that 
had no formal AI policy five years previously. Global policies are increasingly 
emphasising AI sovereignty, which involves countries rethinking 
dependencies across the AI system, although definitions vary significantly 
between different regions. AI sovereignty was a key theme at the India AI 
Impact Summit in February 2026. 

Regulation of AI in the US shifted significantly in 2025, transitioning from 
previous safety focussed approaches towards accelerating AI adoption 
and innovation. The 2026 National Policy Framework for Artificial 
Intelligence emphasises AI infrastructure development and speeding up AI 
deployment. Federal agencies apply existing consumer protection, civil rights 
and financial laws related to AI. States have passed targeted AI legislation 
covering algorithmic discrimination, deepfakes, automated decision-
making, chatbots and social media.  

The UK and the US agreed on an AI safety memorandum of understanding in 
April 2024 and reached further agreements to cooperate over technology 
research in 2025. Roberts et al. mentioned the potentiality of a “Transatlantic 
effect” instead of a “Brussels Effect” on the UK. 

The US has collaborated with the EU, for example by producing a joint AI 
Roadmap with the EU-US Trade and Technology Council (TTC). However, 
cooperation has been waning. The US alongside the UK refused to sign an 

https://www.ceps.eu/why-the-eu-must-now-tackle-the-risks-posed-by-military-ai/
https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance#footnote5_97a5tts
https://commission.europa.eu/business-economy-euro/doing-business-eu/contract-rules/digital-contracts/liability-rules-artificial-intelligence_en
https://commission.europa.eu/business-economy-euro/doing-business-eu/contract-rules/digital-contracts/liability-rules-artificial-intelligence_en
https://single-market-economy.ec.europa.eu/system/files/2022-09/COM_2022_495_1_EN_ACT_part1_v6.pdf
https://blogs.law.ox.ac.uk/oblb/blog-post/2023/03/european-ai-liability-directives-critique-half-hearted-approach-and-lessons
https://gdprlocal.com/ai-regulations-around-the-world/
https://hai.stanford.edu/assets/files/ai_index_report_2026.pdf
https://hai.stanford.edu/news/ai-sovereigntys-definitional-dilemma
https://hai.stanford.edu/news/ai-sovereigntys-definitional-dilemma
https://impact.indiaai.gov.in/about-summit
https://impact.indiaai.gov.in/about-summit
https://airc.nist.gov/
https://www.whitehouse.gov/presidential-actions/2025/01/removing-barriers-to-american-leadership-in-artificial-intelligence/
https://www.whitehouse.gov/presidential-actions/2025/01/removing-barriers-to-american-leadership-in-artificial-intelligence/
https://www.whitehouse.gov/wp-content/uploads/2026/03/03.20.26-National-Policy-Framework-for-Artificial-Intelligence-Legislative-Recommendations.pdf
https://www.whitehouse.gov/wp-content/uploads/2026/03/03.20.26-National-Policy-Framework-for-Artificial-Intelligence-Legislative-Recommendations.pdf
https://legalclarity.org/algorithmic-discrimination-laws-rights-and-remedies/
https://www.congress.gov/crs_external_products/LSB/PDF/LSB11314/LSB11314.1.pdf
https://legalclarity.org/automated-decision-making-regulations-and-privacy-rights/
https://legalclarity.org/automated-decision-making-regulations-and-privacy-rights/
https://le.utah.gov/Session/2025/bills/introduced/HB0452.pdf
https://www.congress.gov/crs_external_products/IF/PDF/IF12904/IF12904.1.pdf
https://www.gov.uk/government/publications/collaboration-on-the-safety-of-ai-uk-us-memorandum-of-understanding
https://www.gov.uk/government/news/us-uk-pact-will-boost-advances-in-drug-discovery-create-tens-of-thousands-of-jobs-and-transform-lives
https://policyreview.info/articles/analysis/artificial-intelligence-regulation-united-kingdom-path-good-governance#footnote5_97a5tts
https://digital-strategy.ec.europa.eu/en/library/ttc-joint-roadmap-trustworthy-ai-and-risk-management
https://digital-strategy.ec.europa.eu/en/library/ttc-joint-roadmap-trustworthy-ai-and-risk-management
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/stronger-europe-world/eu-us-trade-and-technology-council_en
https://www.bbc.co.uk/news/articles/c8edn0n58gwo
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international agreement on AI in February 2025. In the June 2026 G7 summit, 
EU Commission President Ursula von der Leyen called for increased 
cooperation between the US and EU on AI after the US administration ordered 
AI company Anthropic to block foreigners from two of its flagship models.  

Other countries have been developing AI regulations, these include: 

▪ Brazil published a National Strategy for AI and is constructing a 
federal framework for AI combining national policies, administrative 
coordination bodies and sector-specific regulations. Its AI for the 
Good of All strategy, published in 2025, promotes ethical and 
responsible use of AI. An AI bill creating rules on AI development and 
use following a risk-based model, was under review as of June 2026;  

▪ China’s Interim Measures for the Management of Generative 
Artificial Intelligence Services came into effect in August 2023.  
These state that: producers of content “bear responsibility” for 
generated outputs; providers must ensure sources used to train 
generative AI are lawful and do not infringe intellectual property 
rights; security assessments must be carried out before generative AI 
products are provided to the public; and providers must “employ 
effective measures to increase transparency in generative AI services 
and… the accuracy and reliability of generated content”. China 
introduced mandatory labelling rules for AI-generated and synthetic 
media and announced an Action Plan for Global AI Governance in 
July 2025, proposing a roadmap for global AI coordination. Further 
plans to accelerate legislation were announced in May 2026. A 
comprehensive AI policy to regulate the entire lifecycle of AI systems 
is also being drafted; and 

▪ Japan enacted the Act on Promotion of Research, Development 
and Utilisation of Artificial Intelligence-Related Technologies (the 
AI Promotion Act) in 2025, forming an “AI Basic Plan” and 
establishing the AI Strategic Headquarters. The Act takes a risk 
based approach and aims to boost the national economy by 
promoting AI research. Adjacent laws (e.g. for data protection) are also 
used: its revised Copyright Act authorises the use of copyrighted data 
for data analysis, including as AI training data. In May 2024, the 
Japanese Prime Minister also announced a voluntary international 
framework to regulate generative AI called the Hiroshima AI Process 
Friends Group. 

https://www.bbc.co.uk/news/articles/c8edn0n58gwo
https://www.euractiv.com/news/von-der-leyen-calls-for-cooperation-in-bid-for-access-to-american-ai/
https://www.euractiv.com/news/von-der-leyen-calls-for-cooperation-in-bid-for-access-to-american-ai/
https://www.anthropic.com/news/fable-mythos-access
https://oecd.ai/en/wonk/brazils-path-to-responsible-ai
https://regulations.ai/regulations/brazil-2023-05-pl2338
https://www.gov.br/mcti/pt-br/acompanhe-o-mcti/transformacaodigital/ai-for-the-good-of-all-2025.pdf
https://www.gov.br/mcti/pt-br/acompanhe-o-mcti/transformacaodigital/ai-for-the-good-of-all-2025.pdf
https://www25.senado.leg.br/web/atividade/materias/-/materia/157233
https://www.chinalawtranslate.com/en/generative-ai-interim/
https://www.chinalawtranslate.com/en/generative-ai-interim/
https://www.technologyslegaledge.com/2025/03/china-released-new-measures-for-labelling-ai-generated-and-synthetic-content/
https://www.gov.cn/yaowen/liebiao/202507/content_7033929.htm
https://www.scmp.com/news/china/politics/article/3353834/what-do-chinas-plans-comprehensive-new-ai-law-mean-future-technology
https://www.gov-online.go.jp/hlj/en/november_2025/november_2025-08.html
https://www.gov-online.go.jp/hlj/en/november_2025/november_2025-08.html
https://www.gov-online.go.jp/hlj/en/november_2025/november_2025-08.html
https://www8.cao.go.jp/cstp/ai/ai_plan/aiplan_eng_20260116.pdf
https://japan.kantei.go.jp/103/actions/202509/12jinkoutchinou.html
https://www.cric.or.jp/english/clj/index.html
https://apnews.com/article/oecd-ai-japan-kishida-artificial-intelligence-023ac08e04db5a2109cf35f8b8c9b102
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Figure 8: Someone consulting a document of the Cyberspace 
Administration of China on a screen 

 

Some countries have devised strategies and issued guidelines, but do not have 
plans for regulations. For instance: 

▪ The United Arab Emirates published a National Strategy for 
Artificial Intelligence in 2021 which outlines country’s aim to become 
“a global hub for developing and adopting AI solutions and 
applications” by 2031. It is supplemented by the Charter for the 
Development and Use of Artificial Intelligence, published in June 
2024, which outlines principles for compliance with existing 
legislation, rather than AI specific legislation 

▪ India regulates AI based on the India AI Governance Guidelines 
published in 2025, which integrates AI governance into India’s broader 
Digital Public Infrastructure (DPI) and combines broad principles with 
sectoral enforcement. In April 2026, the Government of India formed 
the AI Governance and Economic Group to coordinate the national 
approach to AI governance. India has also developed a National 
Strategy on AI, published guidance for governing AI, launched a 
taskforce for India’s economic transformation and launched a 
national program on AI (IndiaAI);  

https://ai.gov.ae/wp-content/uploads/2021/07/UAE-National-Strategy-for-Artificial-Intelligence-2031.pdf
https://ai.gov.ae/wp-content/uploads/2021/07/UAE-National-Strategy-for-Artificial-Intelligence-2031.pdf
https://uaelegislation.gov.ae/en/policy/details/the-uae-charter-for-the-development-and-use-of-artificial-intelligence
https://uaelegislation.gov.ae/en/policy/details/the-uae-charter-for-the-development-and-use-of-artificial-intelligence
https://uaelegislation.gov.ae/en/policy/download/the-uae-charter-for-the-development-and-use-of-artificial-intelligence
https://static.pib.gov.in/WriteReadData/specificdocs/documents/2026/feb/doc2026215790801.pdf
https://indiaai.gov.in/article/government-of-india-constitutes-ai-governance-and-economic-group-aigeg-to-steer-national-ai-policy
https://www.niti.gov.in/sites/default/files/2023-03/National-Strategy-for-Artificial-Intelligence.pdf?src_trk=em67fb150d2609a9.423093111391845183
https://www.niti.gov.in/sites/default/files/2023-03/National-Strategy-for-Artificial-Intelligence.pdf?src_trk=em67fb150d2609a9.423093111391845183
https://static.pib.gov.in/WriteReadData/specificdocs/documents/2026/feb/doc2026215790801.pdf
https://www.aitf.org.in/
https://indiaai.gov.in/
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▪ Australia have a risk-based approach framed in the National AI Plan 
2025, which aims to grow the AI industry while spreading benefits and 
mitigating AI harms. The Plan will establish an AI Safety Institute to 
monitor, test and analyse advanced AI. Australia has no AI-specific 
legislation, instead leveraging existing laws to regulate AI and 
promoting eight AI Ethics Principles and a Voluntary Framework to 
“ensure AI is safe, secure and reliable”; and 

▪ Canada has an “AI for All” Strategy published in June 2026 focusing 
on leveraging the benefits of AI across society. The Strategy 
emphasises data protection, equity and accessibility. An Artificial 
Intelligence and Data Act, which followed a similar approach to the 
EU, was withdrawn in January 2025 in favour of a lighted-handed 
approach to AI regulation focusing on federal level policies, sector-
specific guidelines and a Voluntary Code of Conduct on the 
Responsible Development and Management of Advanced 
Generative AI Systems.  

These four countries signed the Bletchley Declaration in November 2023 and 
therefore acknowledge an agenda to implement “risk-based policies”.  

  

https://www.industry.gov.au/publications/national-ai-plan
https://www.industry.gov.au/publications/national-ai-plan
https://www.industry.gov.au/science-technology-and-innovation/technology/artificial-intelligence/ai-safety-institute
https://www.industry.gov.au/publications/australias-artificial-intelligence-ethics-framework/australias-ai-ethics-principles
https://ised-isde.canada.ca/site/ised/en/artificial-intelligence-ecosystem/overview-canadas-national-artificial-intelligence-strategy?utm_campaign=ised-isde-ais-26-27&utm_medium=web&utm_source=web-button&utm_content=ai-canada-ca-en-260611
https://ised-isde.canada.ca/site/innovation-better-canada/en/artificial-intelligence-and-data-act-aida-companion-document
https://ised-isde.canada.ca/site/innovation-better-canada/en/artificial-intelligence-and-data-act-aida-companion-document
https://www.adalovelaceinstitute.org/report/regulating-ai-in-the-uk/#_ftn33
https://montrealethics.ai/the-death-of-canadas-artificial-intelligence-and-data-act-what-happened-and-whats-next-for-ai-regulation-in-canada/
https://ised-isde.canada.ca/site/ised/en/voluntary-code-conduct-responsible-development-and-management-advanced-generative-ai-systems
https://ised-isde.canada.ca/site/ised/en/voluntary-code-conduct-responsible-development-and-management-advanced-generative-ai-systems
https://ised-isde.canada.ca/site/ised/en/voluntary-code-conduct-responsible-development-and-management-advanced-generative-ai-systems
https://www.gov.uk/government/publications/ai-safety-summit-2023-the-bletchley-declaration/the-bletchley-declaration-by-countries-attending-the-ai-safety-summit-1-2-november-2023
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4. What are the challenges to designing 

and implementing policy? 

Key difficulties with policy for generative AI, include rapid 

change of technology, diffuse harms and international 

implications. 

Fast-evolving  

Since the generative AI environment evolves rapidly, regulations need to 
account for new innovations. Academics and regulators suggest technology-
neutral laws with a focus on specific high risk applications instead. While being 
flexible, regulations also need to provide sufficient legal clarity to be effective 
and provide coverage to avoid legal gaps. 

Regulators, civil society and organisations require appropriate powers and 
resources to be able to adapt to this fast-paced AI environment. 

Defining harm and assessing damage 

The impacts of generative AI are not always easy to define. It can be difficult to 
specify who has been harmed and when, for example, from inaccurate outputs. 
Small mistakes may appear to have minimal repercussions but with 
proliferation, can result in detrimental societal consequences. 

Diffuse and cumulative impacts of generative AI make it difficult to identify 
which kind of harm is ‘enough’ to be deemed unlawful. As a result, 
assessing the consequences and appropriate sanctions, including what 
penalties to impose and when they should be given, can prove to be 
challenging. Similar concerns also arise with privacy issues.  

If generative AI is viewed as ‘speech’, additional challenges linked to regulating 
speech arise. An article by the University of Manchester explains: 

Regulating online content can be problematic due to 
challenges, such as defining the legally responsible actors for 
online hate speech and balancing a right to free speech with 
the desire to limit harmful content. 

https://www.adalovelaceinstitute.org/wp-content/uploads/2023/09/ALI_Regulating-AI-in-the-UK_2023.pdf#page=8
https://www.adalovelaceinstitute.org/wp-content/uploads/2023/09/ALI_Regulating-AI-in-the-UK_2023.pdf#page=8
https://blogs.law.ox.ac.uk/oblb/blog-post/2023/03/regulating-chatgpt-and-other-large-generative-ai-models
https://mitsloan.mit.edu/ideas-made-to-matter/legal-issues-presented-generative-ai
https://www.adalovelaceinstitute.org/wp-content/uploads/2023/09/ALI_Regulating-AI-in-the-UK_2023.pdf#page=6
https://www.adalovelaceinstitute.org/wp-content/uploads/2023/09/ALI_Regulating-AI-in-the-UK_2023.pdf#page=7
https://airisk.mit.edu/blog/generating-harms-generative-ais-impact-and-paths-forward
https://www.amnesty.org/en/documents/pol40/0996/2026/en/
https://theconversation.com/ai-harm-is-often-behind-the-scenes-and-builds-over-time-a-legal-scholar-explains-how-the-law-can-adapt-to-respond-240080
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4949052
https://blog.policy.manchester.ac.uk/posts/2023/07/the-challenges-of-regulating-online-speech/#:~:text=The%20challenges%20of%20regulating%20online%20speech%201%20As,the%20desire%20to%20limit%20harmful%20content.%20More%20items
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Need for international approaches  

It is recognised that international collaboration is needed to avoid displacing 
problems. Social media is an example where no common strategy has been 
implemented to ban derogatory and discriminatory comments.  

The Bletchley Declaration was signed by 28 countries and the European 
Union in November 2023. This declaration recognises that many risks are 
“inherently international in nature, and so are best addressed through 
international cooperation”. Signatories committed to cooperate on common 
principles and codes of conduct, for example through future international AI 
Safety Summits and building a “shared scientific and evidence-based 
understanding” of AI risks. However, they also recognise that their “approaches 
may differ based on national circumstances and applicable legal frameworks”.  

In September 2024, the UK was one of the first countries to sign the Council 
of Europe’s first international treaty on AI. The UK and USA refused to sign 
an international agreement on AI at a global summit in Paris in February 
2025 due to concerns about national security and “global governance”. In June 
2025, G7 leaders signed a joint statement reaffirming cooperation on AI safety 
and risk management. Further efforts towards international collaboration 
brought G20 countries together at the India AI Impact Summit in February 
2026. 

https://www.youtube.com/watch?v=GNvklSlGSfY&t=3s
https://www.gov.uk/government/publications/ai-safety-summit-2023-the-bletchley-declaration/the-bletchley-declaration-by-countries-attending-the-ai-safety-summit-1-2-november-2023
https://www.gov.uk/government/news/uk-signs-first-international-treaty-addressing-risks-of-artificial-intelligence
https://www.coe.int/en/web/portal/-/council-of-europe-adopts-first-international-treaty-on-artificial-intelligence
https://www.bbc.co.uk/news/articles/c8edn0n58gwo
https://www.bbc.co.uk/news/articles/c8edn0n58gwo
https://www.consilium.europa.eu/media/eeiniuqd/ai-en.pdf
https://impact.indiaai.gov.in/about-summit
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Figure 9: Government representatives at the AI Safety Summit hosted by 
the UK in Bletchley Park 

  

(Source: Bletchley Park)  
In March 2024, the Tech & Digital Ministers of the G7 signed a declaration 
setting out the development of an AI toolkit for the public sector. The toolkit 
was published in October 2024. 

An international expert advisory panel was tasked with producing an 
International AI Safety Report, published in January 2025, to “help create a 
shared international understanding of risks from advanced AI and how they can 
be mitigated”.  

The Welsh Government acknowledges and supports the UN Global 
Dialogue on AI Governance which encourages international cooperation and 
sharing of best practices. The Dialogue aims to ensure that governance of AI 
reflects the priorities of all nations and the benefits of AI are shared by all, 
encouraging international cooperation and sharing of best practices. 

  

https://bletchleypark.org.uk/bletchley-park-makes-history-again-as-host-of-the-worlds-first-ai-safety-summit/
https://www.gov.uk/government/publications/g7-ministerial-declaration-deployment-of-ai-and-innovation/g7-ministerial-declaration
https://www.oecd.org/en/publications/g7-toolkit-for-artificial-intelligence-in-the-public-sector_421c1244-en.html
https://www.gov.uk/government/publications/international-scientific-report-on-advanced-ai-safety-expert-advisory-panel-and-principles-and-procedures
https://internationalaisafetyreport.org/publication/international-ai-safety-report-2025
https://www.gov.wales/ai-plan-for-wales-html
https://www.un.org/global-dialogue-ai-governance/en
https://www.un.org/global-dialogue-ai-governance/en
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Acronyms 

Acronym Name 

AI Artificial Intelligence 

AIGZ Artificial Intelligence Growth Zone 

ANN Artificial Neural Network 

CDDO Central Digital and Data Office 

CDPS Centre for Digital Public Services 

CMA Competition and Markets Authority 

DCMS Department for Culture, Media & 
Sport 

DPIA Data Protection Impact Assessment  

DSIT Department for Science, Innovation 
and Technology  

GDS Government Digital Service 

ICO Information Commissioner’s Office 

IPU Inter-Parliamentary Union 

LLM Large Language Model 

ML Machine Learning 

MDLS Minimum Digital Living Standard 

NCSC National Cyber Security Centre 

NLP Natural Language Processing 

OECD Organisation for Economic Co-
operation and Development 

PSED Public Sector Equality Duty 

RLHF Reinforcement Learning from Human 
Feedback 

SED Socio-economic Duty 
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WPC Workforce Partnership Council 

 




